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[Notes]

» This document outlines the System for Ensuring Stable Provision of Specified Essential Infrastructure Services described in Chapter Il of the
Act on the Promotion of Ensuring National Security through Integrated Implementation of Economic Measures (Act No. 43 of 2022).

» Since this document is intended for explanatory and public relations purposes only, and some information has been omitted and translated
for the sake of clarity, please refer to the relevant laws and regulations when providing notification and completing other procedures.

* You can use this document for any purpose without our permission as long as you make no changes to it. If you use only certain slides or
parts of slides, please add the URL of the webpage where this full document can be found.

* Please refer only to the latest version of this document, as it is subject to revision.



Outline of the System for Ensuring Stable Provision of Specified Essential Infrastructure

Services under the Economic Security Promotion Act

® This system aims to prevent critical facilities of essential infrastructures from being misused as a means of disrupting the stable provision of
infrastructure services. Under this system, the government designates essential infrastructure business (specified essential infrastructure business)
and service providers (specified essential infrastructure service providers) under certain criteria, and such service providers that introduce
government-designated critical facilities (specified critical facilities) or entrust the maintenance and management, etc. of such facilities to a third
party must give prior notification to the government and undergo its screening. The system started on May 17, 2024, under the Economic Security
Promotion Act, which came into effect November 2023.

® \When concluding that the specified critical facility included in a submitted plan has a high risk of being misused as a means for actions taken from
outside Japan to interfere with the stable provision of specified essential infrastructure services, the government may recommend (or order) that the
service provider submitting the plan take the necessary measures to prevent disruptive actions before introducing the facility or entrusting its
maintenance and management, etc. to a third party.

System structure

Supplier/contractor
(vendor, etc.)

|
: (0) Conclude a contract

on introduction or (2) Conduct screening
* entrustment, etc. (for 30 days (which can be extended or shortened))
. . . (3) Hold consultations if
1) Submit an introduction, etc. plan . _
Specified essential W p} Competent necessary Y Prime Minister
mfrastructu_re HEEE (5) (If necessary) a o Relevant
provider Issue a recommendation (or order) minister (4) Give opinions administrative organ

<

<

(1) Regulated business sectors... The Act lists the 14 regulated business sectors as shown below. The Cabinet Order details the regulated business and services
within each business sector.

1. Electricity 2. Gas 3. Ol 4. Water 5. Railway
8. Port and Harbor
Transportation”
11. Telecommunications 12. Broadcasting 13. Postal service 14. Financial services 15. Credit cards

(2) Regulated service providers (specified essential infrastructure service providers)...For each business sector, the competent minister establishes designation
criteria under the Ministerial Order and designates and publicly announces regulated service providers.

6. Truck transport 7. International maritime cargo 9. Air transport 10. Airports

* The field of “Port and Harbor Transportation” came into effect on 1 April 2025.




Scope of Regulation

® The government has specified business, service providers, specified critical facilities, and critical maintenance and management, etc. to be regulated in Cabinet and
Ministerial Orders.

» Specified essential infrastructure business: The Act lists the regulated business sectors (electricity, telecommunications, broadcasting, financial services, etc.), and the Cabinet
Orders detail the regulated business and services within each business sector.

» Specified essential infrastructure service provider: The Ministerial Order provides designation criteria for each business sector and designates specified essential infrastructure
service providers.

» Specified critical facility: The Ministerial Order specifies facilities that are critical to the stable provision of services and can be misused to disrupt the stable provision of services.

» Critical maintenance and management, etc.: The Ministerial Order specifies maintenance and management, etc. that is critical to the maintenance of the functions of a specified
critical facility or the stable provision of services and could be misused to disrupt the stable provision of services.
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Information Required in the Introduction, Etc. Plan

For introducing a specified critical facility Descriptions
General information about the specified critical facility v' The type, name, functions, and places of installation and use of the facility
Details and date of the introduction [Details]

v' The purpose of the introduction and information on the parties involved in the introduction (the names of the parties
and the names of their representatives, their addresses, their countries with jurisdiction over incorporation [if the
party is an individual, their name, address, and nationality], and their relationship with the introduction)

[Date]

v When a series of the necessary processes for introduction will be completed and the facility will be available for the
provision of infrastructure services

Information on the supplier of the specified critical facility v/ The name of the supplier, the name of its representative, its address, and its country with jurisdiction over
required by the order of the competent ministry incorporation (if the supplier is an individual, their name, address, and nationality) [Necessary accompanying

document: a certificate of registered information*]

v' Information on the direct holders of 5% or more of the supplier’s voting rights (their names, countries with
jurisdiction over incorporation or nationalities, and proportions of voting rights held)

v/ Names, dates of birth, and nationalities of the supplier’s officers and other equivalent members (as listed in (1) to (5)
below) [Necessary accompanying documents: a certificate of registered information*, copies of their passports, and

(*) Provide the same information on the others] _ _ _ o o . -
component facility suppliers, contractor, and (1) Stock company: Directors (directors and executive officers if the supplier is a company with nominating
subcontractors. committee, etc.)

(2) Membership company: Executive members

(3) General incorporated association, general incorporated foundation, or small and medium-size enterprise
cooperative: Directors

(4) Partnership under the Civil Code: Members

(5) Other corporation or organization: Persons equivalent to those specified in (1) to (4)

v’ If the supplier’s annual sales from transactions with a foreign government, etc. (the national government, a
governmental organization, a local government, the central bank, or a political party or other political organization of a
foreign country or territory) accounted for 25% or more of its total annual sales in the last three years: the relevant
business years, the name of the foreign government, etc., and the percentage of the sales derived from the foreign
government, etc.

v Location of the plant or place of business that will manufacture the facility (the name of the country or territory)

* Certificates of registered information are not required if the supplier has been registered in Japan.

Information on the introduction of the specified critical v' Implementation status of required risk management measures
facility or the entrustment of critical maintenance and

management, etc. required by the order of the competent

ministry

Note: The underlined information can be provided directly to the competent minister, bypassing the specified essential infrastructure service provider.

to fill out the form). 3



How to Fill Out the Introduction, Etc. Plan (for introduction) (1/3)

1. General information of the specified critical facility [Instructions]
. i i . (1) Indicate which of the specified critical facilities
1)| Type Ministerial Order on XX on the Promotion of Security Assurance listed in the Ministerial Orders the facility falls
5 through XX Equipment for XX. under.
@ Name Equipment related to XX (2) Provide information about the facility that can
3) identify it, such as the product name and
Functions Provision of services related to , , XX,. model number.
. . (3) Describe the functions unique to the facility.
(4)4| Place of installation XX (A, X prefecture)
(4) Provide the place of installation and the place

Place of use XX of use or operation of the facility. Provide the
prefecture’s name at least. If the facility is
located outside Japan, provide the name of
the administrative district equivalent to a
Japanese prefecture (e.g. state, province,
county)

2. Details and date of the introduction of the specified critical facility (5) Provide information on those involved in the

introduction of the facility from the supplier

Purpose of the introduction Introduction in line with XX. who fall under 1) or 2) below:
Introduction in line with ... 1) Person who manages the supply network
Information on Organization’s name and Name: xx of the facility or plays another important
the parties its representative’s name Representative: Xxx role in the introduction of the facility as an
Details involved in the mtermgd@ry between the specn‘led _
. . Address XX essential infrastructure service provider
) Of the &gsroduct'on and the Supp”er
introduct Country with jurisdiction XX 2) Person who checks the implementation
ion over incorporation status of measures to prevent disruptions
to the facility, including cybersecurity
Relationship with the XX applies measures, and may bring changes to the
introduction facility’s functions
(6)| Date of the introduction MXXIXXIXX (6) Provide when (date) a series of the necessary

processes (design, development, assembly,
installation, etc.) for the introduction of the
facility will be completed and the facility will be
available for the provision of infrastructure
services. If a specific date has not been
decided, provide a planned month and year
and add “(tentative).”




(7)

(8)

(9)

3. Information on the supplier of the specified critical facility

(1) Supplier of the specified critical facility

How to Fill Out the Introduction, Etc. Plan (for introduction) (2/3)

[Instructions]

(7) Provide the name of the country or
territory that has the law governing the
supplier’s incorporation.

(8) The proportion of voting rights held is the
proportion of the voting rights held in the
total voting rights of the supplier as of a
day within two months before the date of
notification. Round off the number to two
decimal places.

(9) Provide the names, dates of birth, and
nationalities of the supplier’s officers (as
defined in the order of the competent
ministry; for example, directors and
executive officers if the supplieris a
company with nominating committee, etc.).

Supplier’ name and its Name:xx
representative’s name Representative: xxx
Address XX
Country with jurisdiction over | XX
incorporation
(2) Direct holders of 5% or more of the voting rights of the supplier of the specified critical facility
Name Country with jurisdiction Proportion of voting rights held
over incorporation or (%) (the date of confirmation)
nationality
(1) XX XX X X% (XXIXXIXX)
2)
3)
4)
(3) Officers of the supplier of the specified critical facility
Name Date of birth Nationality
1) XX XXIXXIXX XX
2
3)

4




How to Fill Out the Introduction, Etc. Plan (for introduction) (3/3)

(4) The supplier’s percentage of sales from transactions with a foreign government, etc.

(10) 3 years from to
(11) Applicable 0 Not applicable 4

[Instructions]

(10) State the last three business years ending
on or before the day two months before the
date of natification.

Suppose the supplier’s business year
begins on April 1 and ends on March 31 of
the following year. If the plan is submitted
on August 1, 2025, the last three business
years are the three years from April 1, 2022,

Business year Name of the foreign government, etc. Percentage (%)

(5) Location of the plant or place of business that will manufacture the specified critical facility

- to March 31, 2025. If the plan is submitted
(12) Location of the plant | XX on May 1, 2025, the last three business
or place of business years are the three years from April 1, 2021,

(Confirmation) to March 31, 2024.

Before introducing the specified critical facility, the specified essential infrastructure
service provider has confirmed that the supplier of the facility will not only sell the A
facility to us, but also manufacture the facility on its own at the plant or place of

business specified above, and will meet the functional requirements of the facility.

(12) If the supplier’s annual sales from
transactions with the national government,
governmental organizations, local
governments, the central bank, and

4. Information on the component facilities (omitted)  * Same information as the information polmcgl parties and other political

organizations of a foreign country or

on the specified critical facility . .
- . . . . o territory accounted for 25% or more of its
5. Measures to prevent specified disruptive actions taken by the specified essential infrastructure total annual sales for a business year

service provider in introducing the specified critical facility within the three-year period, check
“Applicable.” If not, check “Not applicable.”

Measure Checkbox Notes If you check “Not appliable,” you do not
(1)-1 The specified essential infrastructure service provider * |f different risk need to fill in the sections “Business year,”
has confirmed that the service provider and other management “Name of the foreign government, etc.,”
parties concerned have inspection arrangements in measures have and "Percentage.”
place for the specified critical facility, including an been taken, ) )
acceptance inspection to check for any malicious code describe them. (12) Provide the name of the country or territory

1| where the plant or place of business that

and other security problems, and will conduct will manufacture the facility is located.

vulnerability tests of the facility before its introduction.*

* Excluding inspections and vulnerability tests
conducted by the supplier of the facility or the
supplier of each component facility




Guiding Principles

> To effectively reduce the risk that the specified critical facility to be introduced or subject to critical maintenance and management, etc. by a

Government’s Policy on Risk Management Measures

contractor is misused as a means for specified disruptive actions, the specified essential infrastructure service provider should assess the risk and

take risk management measures proportionate to the extent and level of the risk. The implementation status of such risk management measures

needs to be checked based on the information provided in the submitted introduction, etc. plan since the measures are an important element of screening
for the risk.

Shown below are some examples of required risk management measures. Since risk management measures should be proportionate to the extent
and level of the risk, there is no requirement to take all the measures listed below. When a competent minister checks the implementation

status of required risk management measures in screening for the risk, the minister should fully consider the reality of the service/business and

appropriately assess the voluntary risk management efforts of the specified essential infrastructure service provider.

e ———————————————
\4

<Government’s policy on risk management measures>

v As shown in “For reference” below, each specified essential infrastructure service provider must check the checkboxes for the measures that
they have taken and report the measures taken to the competent minister in the introduction, etc. plan submitted. The form of the plan
provides a section to describe their voluntary risk management efforts to appropriately assess such efforts. As risk management
measures should be proportionate to the extent and level of the risk, there is no requirement to take all the listed measures.

v In checking the implementation status of required risk management measures, a competent minster should appropriately assess the
voluntary efforts of the specified essential infrastructure service provider to see how it actually manages the risk. For this reason,
even if the service provider has not taken a listed measure, as long as it is considered to have taken equivalent measures to
manage risk, it can check the checkbox for the measure by describing the measures in the Notes section.

v' The implementation status of required risk management measures, which is an important element of screening, needs to be checked.
For this reason, an introduction, etc. plan must be accompanied by documentation supporting the implementation. Such documentation
is not limited to contracts and manuals, but can be any documentation that can be considered to ensure the implementation of the risk
management measures, given the reality of the service/business and other factors.

(For reference) Form for reporting risk management measures (checkboxes)

Measure Checkbox Notes

(1)-1 The specified essential infrastructure service provider has confirmed that the service provider and other

parties concerned have inspection arrangements in place for the specified critical facility, including an

acceptance inspection to check for any malicious code and other security problems, and will conduct

vulnerability tests of the facility before its introduction.*

* Excluding inspections and vulnerability tests conducted by the supplier of the facility or the supplier of each
component facility

Note: Documentation supporting the implementation of some required risk management measures can be provided directly to the competent minister, bypassing the
specified essential infrastructure service provider.



List of Required Risk Management Measures (for introducing a specified critical facility [1])

v' To effectively reduce the risk that the specified critical facility to be introduced is misused as a means for specified disruptive actions, the specified essential infrastructure service
provider should assess the risk and take risk management measures proportionate to the extent and level of the risk (they are not required to take all the listed measures).

v' To submit an introduction, etc. plan, the checkboxes for the risk management measures that have already been taken must be checked. Even if the service provider has not
taken a listed measure, as long as it is considered to have taken equivalent measures to manage risk, it can check the checkbox for the measures by describing the action in the

notes section.

* Since each ministry may require different risk management measures under its ministerial order, check the ministerial orders before submitting a plan.

Category of risk

Risk management measures

management measures

(1) Ensure, under the contract
with the supplier of the
specified critical facility and
the supplier of each
component facility, that the
supplier manages the facility
to prevent unauthorized
changes to the facility in its
manufacturing and other
processes and that the
specified essential
infrastructure service provider
can check its management
status

(1)-1 The specified essential infrastructure service provider has confirmed that the service provider and other parties concerned have inspection
arrangements for the specified critical facility in place, including an acceptance inspection to check for any malicious code and other security problems,
and will conduct vulnerability tests of the specified critical facility before its introduction.*

* Excluding inspections and vulnerability tests conducted by the supplier of the facility or the supplier of each component facility

(1)-2 The specified essential infrastructure service provider*1 has confirmed that the service provider or the supplier of the specified critical facility has
inspection arrangements for the component facilities in place, including an acceptance inspection to check for any malicious code and other security
problems, and will conduct vulnerability tests of the component facilities before their introduction.*2

*1 Including the supplier of the specified critical facility

*2 Excluding inspections and vulnerability tests conducted by the supplier of each component facility

(2)-1 The specified essential infrastructure service provider has confirmed that the supplier of the specified critical facility will meet the information security
requirements (e.g., applying the latest security patches to the facility and updating the anti-malware software) specified by the service provider at the time
of contracting before its introduction.

(2)-2 The specified essential infrastructure service provider* has confirmed that the supplier of each component facility will meet the information security
requirements (e.g., applying the latest security patches to the facility and updating the anti-malware software) specified by the service provider or the
supplier of the specified critical facility at the time of contracting before its introduction.

* Including the supplier of the specified critical facility

(3)-1 The specified essential infrastructure service provider has confirmed that the supplier of the specified critical facility has a reliable quality assurance
system in place for the manufacturing process (including the development process).

(3)-2 The specified essential infrastructure service provider* has confirmed the supplier of each component facility has a reliable quality assurance system
in place for the manufacturing process (including the development process).
* Including the supplier of the specified critical facility

(4)-1 The specified essential infrastructure service provider has confirmed that the supplier of the specified critical facility will periodically or as necessary
check for any unauthorized changes to the manufacturing process (including the development process).

(4)-2 The specified essential infrastructure service provider* has confirmed that the supplier of each component facility will periodically or as necessary
check for any unauthorized changes to the manufacturing process (including the development process).
* Including the supplier of the specified critical facility

(5)-1 The specified essential infrastructure service provider has confirmed that the supplier of the specified critical facility will apply appropriate physical
(e.g., access control using security cameras) and logical (e.g., control of access to data and systems) access control to the manufacturing environment
(including the development environment) to prevent unauthorized access.

(5)-2 The specified essential infrastructure service provider* has confirmed that the supplier of each component facility will apply appropriate physical (e.g.,
access control using security cameras) and logical (e.g., control of access to data and systems) access control to the manufacturing environment
(including the development environment) to prevent unauthorized access.

* Including the supplier of the specified critical facility




List of Required Risk Management Measures (for in

cing a specified critical facility [2])

Category of risk

management measures

(1) Ensure, under the contract
with the supplier of the
specified critical facility and
the supplier of each
component facility, that the
supplier manages the facility
to prevent unauthorized
changes to the facility in its
manufacturing and other
processes and that the
specified essential
infrastructure service provider
can check its management
status

Risk management measures

(6) The specified essential infrastructure service provider will add unauthorized access control functions to the specified critical facility if the facility is
connected to the Internet and appropriately establish and observe a manual and guidance on its use.

(7) The specified essential infrastructure service provider has confirmed that the supplier of the specified critical facility and those involved in its
introduction have in place a system for preventing unauthorized changes to the facility in the installation process.

(8)-1 The specified essential infrastructure service provider has confirmed that the supplier of the specified critical facility is required to cooperate in
detailed investigations and on-site inspections if the facility is found or suspected to have any unauthorized changes after its introduction.

(8)-2 The specified essential infrastructure service provider* has confirmed that the supplier of each component facility is required to cooperate in detailed
investigations and on-site inspections if the facility is found or suspected to have any unauthorized changes after its introduction.
* Including the supplier of the specified critical facility

(2) Select suppliers based on
whether only they can
perform maintenance and
inspection work for the
specified critical facility or
component facility if the
facility is expected to need
maintenance and inspection

(9)-1 The specified essential infrastructure service provider has confirmed that the supplier of the specified critical facility guarantees sufficient after-sales
service (e.g., responses to failures and vulnerabilities).

(9)-2 The specified essential infrastructure service provider* has confirmed that the supplier of each component facility guarantees sufficient after-sales
service (e.g., responses to failures and vulnerabilities).
* Including the supplier of the specified critical facility

(10)-1 The specified essential infrastructure service provider has considered alternatives or taken other necessary actions for the possible unavailability of
the guaranteed after-sales service (e.g., responses to failures and vulnerabilities) for the specified critical facility.

(10)-2 The specified essential infrastructure service provider has considered alternatives or taken other necessary actions for the possible unavailability of
the guaranteed after-sales service (e.g., responses to failures and vulnerabilities) for each component facility.
* Including the supplier of the specified critical facility

(3) Ensure that the specified
critical facility and each
component facility have a
system for detecting signs of
attempted disruptions and are
sufficiently redundant or
structured to ensure the
provision of infrastructure
services during disruptions

(11) The specified essential infrastructure service provider has in place arrangements (e.g., backing up data, isolating backups, clarifying recovery
procedures, and replacing the specified critical facility with a substitute facility) that ensure the provision of infrastructure services during disruptions, such
as ransomware attacks, to the specified critical facility.

(12) The specified essential infrastructure service provider has in place a policy and system for responding to information security incidents, such as
information leaks (e.qg., establishing manuals and conducting periodic incident drills).

(13) The specified essential infrastructure service provider has confirmed that the service provider or the supplier of the specified critical facility will
introduce an access control system for the facility and add unauthorized access monitoring functions to the facility before its introduction.




List of Required Risk Management Measures (for introducing a specified critical facility [3])

Category of risk management

measures

(4) Confirm the compliance of the supplier of
the specified critical facility and the supplier of
each component facility with domestic laws
and international standards, including their
past compliance

Risk management measures

(14)-1 The specified essential infrastructure service provider has confirmed the compliance of the supplier of the specified critical facility
with domestic laws and international standards (including each country’s regulations based on the international standards), including its
compliance for the three years before the date of notification.

(14)-2 The specified essential infrastructure service provider* has confirmed the compliance of the supplier of each component facility
with domestic laws and international standards (including each country’s regulations based on the international standards), including its
compliance for the three years before the date of notification.

* Including the supplier of the specified critical facility

(5) Confirm that the appropriateness of the
supply of the specified critical facility and each
component facility will not be affected by
foreign legislation

(15)-1 The specified essential infrastructure service provider ensures, under the contract with the supplier of the specified critical facility,
that the supplier reports to the service provider any possible breaches of the contract that may result from the legislation of a foreign
country or an external entity’s instructions (including both explicit and tacit ones).

(15)-2 The specified essential infrastructure service provider* ensures, under the contract with the supplier of each component facility,
that the supplier reports to the service provider or the supplier of the specified critical facility any possible breaches of the contract that
may result from the legislation of a foreign country or an external entity’s instructions (including both explicit and tacit ones).

* Including the supplier of the specified critical facility

(16) The specified essential infrastructure service provider has confirmed that if video equipment, such as security cameras and drones,
is installed or used at the place of installation or use of the specified critical facility, the appropriateness of handling the video footage
obtained from the equipment will not be affected by the legislation governing the location of the head office of the equipment supplier
(including the head office of a direct or indirect holder of a majority of the supplier’s voting rights).

(6) Ensure, under the contract with the
supplier of the specified critical facility and the
supplier of each component facility, that the
supplier provides its information that helps
determine whether and to what extent it is
under foreign influence and that it timely
notifies any changes to such information after
the conclusion of the contract

(17) The specified essential infrastructure service provider ensures, under the contract with the supplier of the specified critical facility and
the supplier of each component facility, that the supplier provides its information, such as its name, location, officers, capital ties, business
plans and records, the location of the plant where the facility or parts will be manufactured, and the departments and qualifications (e.g.,
qualifications and training records related to information security) of its workers involved.

The service provider also ensures, under the contract, that the supplier timely notifies any changes to such information after the
conclusion of the contract.

* For the required risk management measures checked, submit documentation supporting their implementation together with the plan. This
documentation can be any documentation that can be considered as ensuring the implementation of the risk management measures, given
the reality of the business and other factors.

* For the underlined measures ((1)-2, (2)-2, (3)-2, (4)-2, (5)-2, (8)-2, (9)-2, (10)-2, (14)-2, and (15)-2), the supplier of the specified critical

facility and the supplier of each component facility can provide such documentation directly to the competent minister, bypassing the
specified essential infrastructure service provider.

* Examples of risk management measures and such documentation are provided in the technical guide (the Guide to the System for Ensuring

Stable Provision of Specified Essential Infrastructure Services under the Economic Security Promotion Act).
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List of Required Risk Management Measures (for entrusting critical maintenance and management, etc. [1])

v' To effectively reduce the risk that the specified critical facility whose critical maintenance and management, etc. is to be contracted out will be misused as a means for specified
disruptive actions, the specified essential infrastructure service provider should assess the risk and take measures proportionate to the extent and level of the risk (they are not required
to take all the listed measures).

v' To submit an introduction, etc. plan, the checkboxes for the risk management measures that have already been taken must be checked. Even if the service provider has not

taken a listed measure, as long as it is considered to taken equivalent efforts to manage risk, it can check the checkbox for the measure by describing the efforts in the notes section.
* Since each ministry may require different risk management measures under its ministerial order, check the ministerial orders before submitting a plan.

Category of risk management Risk management measures

measures

(1) The specified essential infrastructure service provider* has confirmed that the contractor and each subcontractor have clarified procedures to
keep and check operational logs, work histories, and other records of the specified critical facility and will periodically or as necessary use such
records to check for any unauthorized changes to the facility.

* For the implementation status of each subcontractor, including the case where the contractor has confirmed it
(2) The specified essential infrastructure service provider periodically conducts asset management of the specified critical faciity and its
component facilities, including taking their inventory and checking whether the latest security patches have applied to them, and will also
periodically conduct the same asset management of replacement facilities.
(3) The specified essential infrastructure service provider* has confirmed that the contractor and each subcontractor will apply appropriate
physical (e.g., access control using security cameras) and logical (e.g., control of access to data and systems) access control to their design
specifications and information of the facility to prevent unauthorized access.

* For the implementation status of each subcontractor, including the case where the contractor has confirmed it
(4) The specified essential infrastructure service provider* has confirmed that the contractor and each subcontractor will apply appropriate
physical (e.g., access control using security cameras) and logical (e.g., control of access to data and systems) access control to the working
environment for the critical maintenance and management, etc. to prevent unauthorized access.

* For the implementation status of each subcontractor, including the case where the contractor has confirmed it
(5) The specified essential infrastructure service provider* has confirmed that the contractor and each subcontractor are committed to
maintaining and improving the cybersecurity literacy of the workers and supervisor engaged in the critical maintenance and management, etc. by
providing them with cybersecurity training periodically (at least once a year).

* For the implementation status of each subcontractor, including the case where the contractor has confirmed it
(6) The specified essential infrastructure service provider has confirmed that the contractor is required to obtain prior approval from the service
provider for subcontracting the contract work and that each subcontractor is also required to obtain prior approval from the service provider for
subcontracting the subcontract work.
(7) The specified essential infrastructure service provider requires, under the contract with the contractor, that the contractor ensure that the
subcontractor implements the same level of cybersecurity measures as the contractor to subcontract the contract work.

(1) Ensure, under the contract with the
contractor (including each
subcontractor) of the critical
maintenance and management, etc.,
that the contractor manages the
specified critical facility to prevent the
contractor (including its employees)
from making changes to the facility that
are not intended by the specified
essential infrastructure service provider
and that the service provider can check
its management status

(2) Ensure, under the contract with the
contractor of the critical maintenance
and management, etc., that when
subcontracting the contract work, the
contractor provides the specified
essential infrastructure service provider
with the necessary information to check
the subcontractor’s cybersecurity
measures and that the contractor
obtains prior approval from the service
provider to subcontract the contract
work

(8) The specified essential infrastructure service provider* has confirmed the business stability of the contractor and each subcontractor based
on their business plans (e.g., medium-term business plans), financial health, and service records.
* For the business stability of each subcontractor, including the case where the contractor has confirmed it

(3) Confirm that the contractor is
unlikely to suspend or discontinue the
critical maintenance and management,
etc. in breach of the contract 1




List of Required Risk Management Measures (for entrusting critical maintenance and management, etc. [2])

Category of risk management

measures

(4) Confirm the compliance of the contractor
(including each subcontractor) with domestic
laws and international standards, including its
past compliance

Risk management measures

(9)-1 The specified essential infrastructure service provider has confirmed the compliance of the contractor with domestic laws and
international standards (including each country’s regulations based on the international standards), including its compliance for the three
years before the date of notification.

(9)-2 The specified essential infrastructure service provider* has confirmed the compliance of each subcontractor with domestic laws and
international standards (including each country’s regulations based on the international standards), including its compliance for the three
years before the date of notification.

* Including the contractor

(5) Confirm that the appropriateness of the
critical maintenance and management, etc. to
be contracted out (including to be
subcontracted) will not be affected by foreign
legislation

(10)-1 The specified essential infrastructure service provider ensures, under the contract with the contractor, that the contractor reports to
the service provider any possible breaches of the contract that may result from the legislation of a foreign country or an external entity’s
instructions (including both explicit and tacit ones).

(10)-2 The specified essential infrastructure service provider* ensures, under the contract with each subcontractor, that the subcontractor
reports to the service provider or the contractor any possible breaches of the contract that may result from the legislation of a foreign
country or an external entity’s instructions (including both explicit and tacit ones).

* Including the contractor

(11) The specified essential infrastructure service provider has confirmed that if video equipment, such as security cameras and drones,
is installed or used at the place where the critical maintenance and management, etc. work is carried out, the appropriateness of handling
the video footage obtained from the equipment will not be affected by the legislation governing the location of the head office of the
equipment supplier (including the head office of a direct or indirect holder of a majority of the supplier’s voting rights).

(6) Ensure, under the contract with the
contractor (including each subcontractor), that
the contractor provides its information that
helps determine whether and to what extent it
is under foreign influence and that it timely
notifies any changes to such information after
the conclusion of the contract

(12) The specified essential infrastructure service provider ensures, under the contract with the contractor and each subcontractor, that
they provide their information, such as their name, location, officers, capital ties, business plans and records, the place where the critical
maintenance and management, etc. will be performed, and the departments and qualifications (e.g., qualifications and training records
related to information security) of their workers involved.

The service provider also ensures, under the contract, that they timely notify any changes to such information after the conclusion of the
contract.

* For the required risk management measures checked, submit documentation supporting their implementation with the plan. This
documentation can be any documentation that can be considered as ensuring the implementation of the risk management measures, given
the reality of the service/business and other factors.

* For the underlined measures ((1), (3), (4), (5), (8), (9)-2, and (10)-2), the contractor and each subcontractor of the critical maintenance and
management, etc. can provide such documentation directly to the competent minister, bypassing the specified essential infrastructure

service provider.

* Examples of risk management measures and such documentation are provided in the technical guide (the Guide to the System for Ensuring
Stable Provision of Specified Essential Infrastructure Services under the Economic Security Promotion Act).




Scope of Information to be Provided under the System for Ensuring Stable Provision of

Specified Essential Infrastructure Services under the Economic Security Promotion Act

Notification

(Some required information may be provided by
the suppliers, contractor, and subcontractors

directly to the competent minister.)

v" The Act requires notification and screening for the “introduction of specified critical facilities” (before introduction), as well as notification and screening
for the “entrustment of the critical maintenance and management, etc. of specified critical facilities to third parties.” For the former notification,
information on the suppliers of a specified critical facility and its component facilities must be provided. For the latter, information on all
the contractors and subcontractors of critical maintenance and management, etc. must be provided (for critical maintenance and management, etc.,
some information is not required if certain conditions are met).
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| The competent minister may directly require the suppliers,

contractor, and subcontractors to provide necessary information. 13




Exemption from Providing Information on the Subcontractors of Critical Maintenance and Management, Etc.

v' To entrust critical maintenance and management, etc. to a third party, each specified essential infrastructure service provider must, as a general rule, include
information on all the subcontractors in the introduction, etc. plan.

v' However, if the service provider satisfies all the exemption requirements specified in the Ministerial Order, the service provider is not required to provide
some information on the subcontract that meets the requirements and documents related to the officers of the subcontractor by stating the satisfaction
in and attaching documentation supporting the satisfaction to the introduction, etc. plan.

Requirement for exemption

A specified essential infrastructure service provider who satisfies all the requirements is not required to provide information on the subcontract that satisfies the
requirements other than the subcontractor’s name, address, and country with jurisdiction over incorporation by attaching documentation supporting the
satisfaction to the introduction, etc. plan. The service provider is also not required to submit any documentation other than a certification of registered information.

Requirement (1): The service provider has taken action to identify the scope and date or duration of the subcontract work.

Requirement (2): The service provider or the contractor subcontracting the contract work has taken action to confirm that the subcontractor has taken the
following measures:

Take measures to prevent authorized access to the place of the subcontract work, such as controlling access to the place

i Subcontractor’s measure (1) i

Subcontractor’s measure (2)
Periodically or as necessary audit the specified critical facility whose critical maintenance and management, etc. is to be subcontracted for any

unauthorized operation or activities by establishing and requiring compliance with procedures to maintain and check the records of work
performed by its workers

<How the exemption applies>
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Points to Consider in the Screening Process

Guiding Principles on Ensuring Stable Provision of Specified Essential Infrastructure Services by Preventing Specified Disruptive Actions
(approved by the Cabinet on April 28, 2023)

Chapter 4. Basic matters regarding recommendations and orders to specified essential infrastructure service providers

(4) Points to consider in the screening process

Article 52, paragraph (4) of the Act requires each competent minister to screen the specified critical facility included in a submitted introduction, etc. plan to

see whether it has a high risk of being misused as a means for specified disruptive actions. Detailed screening criteria can benefit entities attempting

specified disruptive actions. Conversely, unclear screening criteria can discourage specified essential infrastructure service providers from proceeding with
their planned introduction of a specified critical facility or entrustment of critical maintenance and management, etc. for fear of unpredictable disadvantages
from the regulation. For this reason, the screening criteria need to be as clear as possible to ensure predictability for specified essential infrastructure service
providers.

The screening process must take the following points into account:

(1) Whether the suppliers of the specified critical facility or its component facilities, or the contractor and subcontractors of the critical maintenance and
management, etc. of the specified critical facility, are under a strong foreign influence;

(2) Whether the service provider has assessed the risk that the specified critical facility could be misused to disrupt the stable provision of specified
essential infrastructure services and taken necessary risk management measures based on the assessment;

(3) Whether the suppliers have been found to have supplied vulnerable products related to the specified critical facility or its component facilities, whether
the contractor and subcontractors have been found to have performed inappropriate critical maintenance and management, etc., and whether the
suppliers or the contractor and subcontractors have been found not to comply with domestic laws or international standards; and

(4) In addition to points (1) to (3), information on the introduction or entrustment or the suppliers or contractor and subcontractors that relates to the risk that
the specified critical facility may be misused as a means for specified disruptive actions.(6)

(*6) e.qg., information on past involvement in disruptive actions against Japan or our allied or like-minded countries

Considering these points, the competent minister may issue a recommendation or order to the service provider when concluding that the specified critical
facility is at a high risk of being misused as a means for specified disruptive actions.

Cyber activities in our cyberspace reported in recent years, especially those with the suspected involvement of a foreign state(”), which reflect our harsh
security environment, have disrupted the stable provision of infrastructure services fundamental to the daily lives of Japanese people and our economic
activities and caused significant social dislocations. Consequently, focusing on disruptive actions from outside Japan, the screening process must involve
carefully screening the introduction, etc. of facilities from business operators strongly influenced by foreign entities. The process must also take into account
the reality that we are facing the most challenging and complex security environment since World War 11, as described in the National Security Strategy
(approved by the National Security Council and the Cabinet on December 16, 2022) and other government strategies.

(*7) The Cyber Security Strategy shares the same understanding.

Careful screening is particularly necessary for the introduction, etc. of specified critical facilities from the countries subject to our economic sanctions and
business operators strongly influenced by such countries.
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Notifications Required by the System for Ensuring Stable Provision of Specified Essential

Infrastructure Services under the Economic Security Promotion Act

v' To introduce a specified critical facility or the entrustment of critical maintenance and management, etc., to third parties, the Act requires (1) submission of
an introduction, etc. plan, (2) submission of an urgent introduction, etc. notification, (3) notification of (in advance) draft changes to the
introduction, etc. plan, and (4) reporting of (urgent) changes to the introduction, etc. plan.

Before introduction or entrustment

v In case of urgency
(1) Submit an introduction, etc. plan

> 30-day” screening period (prohibiting introduction, etc.)
* This period can be shortened or extended (up to four months).

Start the introduction
or entrustment

Specified disruptive actions
are highly likely

v (within 10 days)
Authorized to start the Recommendation for Notify whether .
introduction or entrustment changes or suspension to accept it (2) Submit an urgent
introduction, etc. notification
If changes other than material l If minor changes are necessary
and minor ones are necessary

If material changes

are necessary Make the changes (Not required to notify
l or report)
(3) Notify (in advance) draft changes (4) Report the changes to the
to the introduction, etc. plan introduction, etc. plan
After introduction D g € -
If changes other than material
and minor ones are necessary If urgent changes
Ifach h If changes to a If material changes v are necessary
. ac _a_nge to t € Component faC|I|ty are necessar
Yy Make the changes
specified critical facility are necessary
is deemed the (3) Notify (in ad ) draft ch Make the
introduction of a new otity (In advance) draft changes (4) Report the changes to the changes
specified critical facility Make the changes to the introduction, etc. plan introduction, etc. plan (not
l required to notify or report minor changes) +
v 30-day” screening period (prohibiting entrustment) (4) Report the urgent
. * This period can be shortened or extended (up to four months).
(1) Submit a new (4) Report the changes to P reneee i changes to the

introduction, etc. plan the introduction, etc. plan Authorized to make the changes * No notification is required after the cl)r:rf;g:ijol:lcc}fl;re] !e(r?ttrilstzlzlrt]l6




Changes to the Introduction, Etc. Plan for the Introduction of a Specified Critical Facility

Relevant articles of the Act

General information of the specified critical
facility (Art. 52, para. (2), item (i)

Information to be provided

The type, name, functions, place of installation, and place of use of the
facility

Category of change

Material change

Details of the introduction (Art. 52. para. (2),
item (ii)(a))

Date of the introduction (Art. 52. para. (2),
item (ii)(a))

The purpose of the introduction of the facility and the names, etc. of the
parties involved in the introduction

The date of the introduction (when the facility will be available for the
provision of infrastructure services)

Material change

Change to be reported after the fact

Information on the supplier of the specified
critical facility (Art. 52, para. (2), item (ii)(b))

* To add a new supplier of
the specified critical
facility, submit a plan
including all the required
information.

The supplier’s name and its representative’s name (if the supplier is an
individual, only their name)

The supplier’s address

The supplier’s country with jurisdiction over incorporation (if the
supplier is an individual, their nationality)

The names, countries with jurisdiction over incorporation or

nationalities and proportions of voting rights held of the direct holders

of 5% or more of the supplier’s voting rights

* |f there is a new director holder of 5% or more of the voting rights, that
person must be reported after the fact as a change to the names of the
voting rights holders.

The names, dates of birth, and nationalities of the supplier’s officers

If the supplier’s annual sales from transactions with a foreign government,
etc. accounted for 25% or more of its total annual sales in the last three
years: the relevant business years, the name of the foreign country,
and the percentage of the sales from the foreign government, etc.

Location of the plant or place of business that will manufacture the
facility

» The supplier's name: Material change
» The representative’s name: Change to be reported
after the fact

» Change of the country: Material change
» Other changes: Minor change

Material change

» Information other than the proportion of voting rights
held: Change to be reported after the fact
Proportion of voting rights held
» New direct holder (1) to (3) below: Change to be
reported after the fact
Other new direct holder: Minor change
(1) Direct holder of 25% or more but less than one-
third of the voting rights
(2) Direct holder of one-third or more but less than
50% of the voting rights
(3) Direct holder of 50% or more of the voting rights

Change to be reported after the fact

Change to be reported after the fact

* Change of the country: Material change
» Other changes: Minor change

Information on each component facility (Art.
52, para. (2), item (ii)(c))

(The same information as the information on the supplier of the
specified critical facility)

Same as at left

Other information (Art. 52, para. (2), item (iv))

Material change

* The underlined information can be provided directly to the competent minister, bypassing the specified essential infrastructure service provider. For the required risk management
measures, however, the implementation status of only some_of the measures can be provided directly.
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Changes to the Introduction, Etc. Plan for the Entrustment of Critical Maintenance and Management, Etc.

Relevant articles of the Act

General information of the specified critical
facility (Art. 52, para. (2), item (i))

Information to be provided

The type, name, functions, place of installation, and place of use of
facility

Category of change

Material change

Details of the contract work (Art. 52, para. (2),
item (iii)(a))

Date or duration of the contract work (Art. 52,
para. (2), item (iii)(a))

The purpose, scope, and place of the contract work

Date or duration of the contract work

Material change

Extension of the period: Material change

Other changes: Change to be reported after the fact

Information on the contractor of the contract
work (Art. 52, para. (2), item (iii)(b))

* To add a new contractor of the
critical maintenance and
management, etc., submit a plan
including all the required
information.

The contractor’'s name and its representative’s name (if the contractor is an
individual, only their name)

The contractor’s address

The contractor’s country with jurisdiction over incorporation (if the
contractor is an individual, their nationality)

The names, countries with jurisdiction over incorporation or
nationalities, and proportions of voting rights held of the direct holders of

5% or more of the contractor’s voting rights

* If there is a new director holder of 5% or more of the voting rights, that
person must be reported after the fact as a change to the names of the
voting rights holders.

The names, dates of birth, and nationalities of the contractor’s officers

If the contractor’s annual sales from transactions with a foreign government,
etc. accounted for 25% or more of its total annual sales in the last three
years: the relevant business years, the name of the foreign country, and
the percentage of the sales from the foreign government, etc.

The contractor’s name: Material change
The representative’s name: Change to be reported
after the fact

Change of the country: Material change
Other changes: Minor change

Material change

Information other than the proportion of voting rights

held: Change to be reported after the fact

Proportion of voting rights held

New direct holder (1) to (3) below: Change to be

reported after the fact

Other new direct holder: Minor change

(1) Direct holder of 25% or more but less than one-
third of the voting rights

(2) Direct holder of one-third or more but less than
50% of the voting rights

(3) Direct holder of 50% or more of the voting rights

Change to be reported after the fact

Change to be reported after the fact

Information on the subcontract work (Art. 52,
para. (2), item (iii)(c))

(The same information as the information on the contractor of the
critical maintenance and management, etc.)

Same as at left

Other information (Art. 52, para. (2), item (iv))

Material change

* The underlined information can be provided directly to the competent minister, bypassing the specified essential infrastructure service provider. For the required risk management
measures, however, the implementation status of only some_of the measures can be provided directly.
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Flowchart of the Process from Submission of an Introduction, etc. Plan to Actual Introduction (1)

O Business operators designated as specified essential infrastructure service providers on November 16, 2023, must notify the
competent minister to introduce a specified critical facility (including upgrading a system) on or after May 17, 2024. Shown
below is the flowchart of the process from notification of the introduction of a specified critical facility to its actual introduction.
In accordance with this flowchart, each specified essential infrastructure service provider must notify the competent ministry

well in advance of the scheduled introduction date.

(Case 1)

Introducing a
specified critical
facility before

the System starts

(Case 2)

Introducing a
specified critical
facility after the
System starts

(Case 3)

Making a material change to

an introduction, etc. plan

before introducing a
specified critical facility

Introduce the specified
critical facility (when it
is put into operation)

~N

@ Prior notification

Effective date of
the law

If the specified critical facility is to be introduced before the System starts,
there is no need to give notification of the introduction.

(May 17, 2024)
|

e

_ Give prior notification of the 30-day o g
e introduction (Art. 52, para. 1) prohibition L0
the law ; o 0
period for €5
(May 17, 2024) introduction o v
0%

I C— | * >

Give prior notification of
the introduction (Art. 52,

‘IIIIIIII!IIIIIIIIII»I

The prohibition period may be
extended up to four months.

Give prior notification of the
material change (Art. 54, para. 1)

Scheduled introduction
date

para. 1)

Effective date
of the law
(May 17, 2024)

Completion

> * Before the introduction

=
£ o
= =]
% |dentify a hls.(t).-day od é—
@ material change prohibition period | &
S for introduction O

I {—) |

of screening

(For reference) Examples of material changes requiring

prior notification

» Type, name, functions, etc. of the specified critical
facility

* Name, etc. of the parties involved in the introduction

* Names, etc. of the suppliers of the specified critical
facility or its component facilities

» Implementation status of risk management measures

‘IIIIIIIIIIIIIIIIIII»
The prohibition period may be
extended up to four months.

: - >

Scheduled introduction
date
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rt of the Process from Submission of an Introduction, etc. Plan to Actual Introduction (2)

@ Prior notification
® Report after the fact

| - <

. — . . . Scheduled introduction date
No additional prohibition period for introduction

(*) A minor change is a change that does not need to be notified in advance or reported after the fact.

(Case 4) (For reference) Examples of changes that must be reported

oo after the fact

o= o Give prior notification of the + Date of introduction

S introduction (Art. 52, para. 1) Report the change after the fact (Art. 54, para. 4) + Information on the suppliers of the specified critical facility or

'g $ o 5 * Report the change without delay its component facilities such as: ) )

= % c 2 » Names, etc. of the representative and officers

é Shret Effective date of .g i= » Holders of a certain percentage or more of the voting rights

B, ‘g 8 the law %_ g + Sales from foreign governments, etc. in the last three years

o< 0 May 17, 2024 £E3

ZE = (May ) g Change

522 l v

[ =T}

c®3
=T

2< 8

S SE

T T ¢

= Ec

introducing a specified

critical facility

(Case 5) . . . (For reference) Changes that must be reported after the fact after the introduction of
'leed prior n?Eflcggon of thi) a specified critical facility
introduction (Art. 52, para. « Type, name, and functions of a component facility
Report the change after the fact (Art. 54, para. 4)
o o] 3 5 _ * Report the change without delay
Y= = c
° g 5 Effective date of S £
v =8 the law 28
o= —
S 8% | Mayir 2024 § a Change Change
< o o=
©c c o I *
© 2358 I la) | >
Do S = .
< g—g o Introduction date
< E 25 . - ) ) )
S 9c5 No additional prohibition period for introduction
(Case 6)
5
‘g Intraduce the specified Effective date of Make a change to a A change made after the System starts to a component facility(*)
. o ; 2 critical facility the law component facility of a specified critical facility introduced before it starts does not
R \/ (May 17, 2024) \ need to be notified.
=2 o
D= — =
o= ®© O |
SRS _* | | >
crTsR
O c ©OT
c 0o @
c o 9
g’ 8_E -g %)
T80t (*) Replacing a specified critical facility and changing the functions of a specified critical facility are considered to be introducing the specified
Soca=8 o .
=o0ownth® critical facility.
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Flowchart of the Process from Submission of an Introduction, etc. Plan to Entrustment of Critical Maintenance and

OBusiness operators designated as specified essential infrastructure service providers on November 16, 2023, must notify the
competent minister to contract out critical maintenance and management, etc. on or after May 17, 2024. Shown below is the
flowchart of the process from notification of the entrustment of critical maintenance and management, etc. to the start and
completion of the entrustment. In accordance with this flowchart, each specified essential infrastructure service provider must
notify the competent ministry well in advance of the scheduled start date of entrustment.

@ Prior notification

(Case 1) Start the Effective date
entrustment of the law
(May 17, 2024) There is no need to give notification of entrustment if it starts before the System starts.

I S— >

To renew the contract (including the case where the scope of entrustment is not changed for automatic renewal or
other reasons) after the start of the System, even if the entrustment started before the start of the System, notification
of the entrustment of critical maintenance and management, etc. needs to be given in advance as with a new contract.

Start a new contract for the

Starting entrustment before the System starts

Give prior notification 30-day 5 entrustment of critical
Start the Effective date of the entrustment prohibition S £ Renew the maintenance and
entrustment of the law (Art- 52, para. 1) period for %_ g contract mana ement-l etc.
(May 17, 2024) entrustment g 3
@)
| . C— | [ * >
I ‘IIIIIIII:IIIIIIIIII» I h |
The prohibition period may be ngn%ilieegf
extended up to four months. ST
(Case 2)
Give prior notification 5
I f the entrustment 30-day §
) e Effective date of the entrustmen prohibition © §
% S of the law (Art. 52, para. 1) period for £ 5
3 ‘i (May 17, 2024) entrustment 3
ch |
o2 | = ol >
< | | |
= h&) ‘IIIIIIIIIIIIIIIIIII» SCheduled
§ g § The prohibition period may be start date of
N T n extended up to four months. entrustment
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art of the Process

ubmission of an In

duction, etc. Plan to En

(Case 3)

Making a material change to

an introduction, etc. plan
before starting entrustment

(Case 4)

Making a material change to an introduction,
etc. plan during the period of entrustment

Give prior notification of the material

@ Prior notification

change (Art. 54, para. 1)

(For reference) Examples of material changes requiring prior notification
» Type, name, functions, etc. of the specified critical facility

* Scope, place, etc. of the contract work

» Extension of the entrustment period

* Names, etc. of the contractor and subcontractors

Give prior notification of the * Before the entrustment 5 + Implementation status of risk management measures
entrustment (Art. 52, para. 1) — c O
S o £
== 30-da: =~
f o £ . . y
Efgicttr:‘éel:ﬁte 2T Identify a material prohibition 28
) . =
(May 17, 2024) E G change period for EQ
o entrustment O
' ' . 2
I | J |
‘IIIIIIIIIIIIIIIIIII»
The prohibition period may be extended SN
to f th start date of
CIDUGUELIF (el entrustment
(For reference) Examples of material changes requiring prior notification
« Type, name, functions, etc. of the specified critical facility
* Scope, place, etc. of the contract work
« Extension of the entrustment period
« Names, etc. of the contractor and subcontractors
« Implementation status of risk management measures
Give prior notification of the material During the prohibition period, the entrustment
change (Art. 54, para. 1) may continue with the scope of entrustment
Give prior notification of the * Before changing to the scope of the before the change.
entrustment (Art. 52, para. 1) entrustment
© o After the completion of
“g > 30-day S screening, the entrustment
. . ibiti i = - -
Effective date SE Identify a material p][Oh'br:t'on.per;Od T g may continue with
i = & change <)th anging fo g5 changes to the scope of
(May 17, 2024) §3 € scope 0 S @ entrustment.
o entrustment | 1 (&) :
I * C—
| | I >
‘IIIIIIIIIIIIIIIIIIIIIIIII>
Start of the Th hibiti iod b tended t Scheduled
entrustment € pronibition perioa may be extended up to end date of
four months. entrustment
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Flowchart of the Process from Submission of an Introduction, etc. Plan to Entrustment of Critical Maintenance and

(Case b)

Making a change (excluding material

and minor ones(*)) to an introduction, etc.

plan before starting entrustment or
during the period of entrustment

Management, etc. (3

| ® Prior notlzlcatlon

(For reference) Examples of changes required to be reported after the fact
« Shortening of the entrustment period
« Information on the contractors and subcontractors such as:

« Names, etc. of the representative and officers

« Holders of a certain percentage or more of the voting rights

« Sales from foreign governments, etc. in the last three years

(Case 6)

Starting entrustment before the System

starts and change a subcontractor after

its start

Give prior notification of the Report the change after the fact (Art. 54, para. 4) Report any change made during the period of
entrustment (At 52, para. 1) | - * Report the change without delay entrustment after the fact (Art. 54, para. 4)
c o
Effective date '% '%
of the law S0
(May 17, 2024) E3
O
|

Ik —

o I . Scheduled Scheduled
No additional prohibition period for entrustment start date of end date of
entrustment entrustment

(*) A minor change is a change not required to notify in advance or report after the fact.

As long as the entrustment started before the start of the System, there is
eri:z‘;:::m Effective date Change a no need to give notification of the change in subcontractor (including adding
of the law subcontractor a subcontractor) after the System starts (¥).

(May 17, 2024) \ll

I I >

(*) There is no need to give natification of the change if it is within the scope of the contract for the ongoing entrustment that started before the
System starts. On the other hand, notification of the change must be given if it is outside the scope of the contract and constitutes a new contract
for critical maintenance and management, etc.
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Introduction, Etc. of a Specified Critical Facility and Introduction, Etc. Notification for Cases of Urgency

v' If introducing a specified critical facility or entrusting the critical maintenance and management, etc. of a specified critical facility to a third party is urgent, each
specified essential infrastructure service provider may do so without submitting an introduction, etc. plan in advance. In this case, the service provider must
submit an introduction, etc. notification without delay after the introduction, etc.

v/ Cases of urgency are defined in each Ministerial Order.

Definition of cases of urgency

r
I [Article of each Ministerial Order] The cases specified in the order of the competent ministry under the proviso of Article 52, paragraph (1) of the Act are cases

1 where a specified essential infrastructure service provider has or is likely to have difficulty in providing the specified essential infrastructure service (unless

| the service provider has caused the risk of such difficulty in an attempt to evade the application of the main clause of the paragraph), has to urgently introduce
:

1

1

L

a specified critical facility or entrust the critical maintenance and management, etc. of a specified critical facility to a third party in order to remove or prevent such
difficulty, and has no appropriate alternatives.

[This article says that if a specified essential infrastructure service provider meets all the following conditions (1) to (4), it may introduce, etc. a specified
critical facility without submitting an introduction, etc. plan in advance.]

(1) The service provider has or is likely to have difficulty in providing the specified essential infrastructure service
= The introduction, etc. of a specified critical facility through the normal procedure may undermine the purpose of the Act (the stable provision of infrastructure
services) (Urgent).
(2) Unless the service provider has caused the risk of such difficulty in an attempt to evade the application of the main clause of the paragraph
= The service provider has not intentionally caused the risk of such difficulty in an attempt to evade giving prior notification (Unintentional).

(3) The service provider has to urgently introduce a specified critical facility or entrust the critical maintenance and management, etc. of a specified critical
facility to a third party in order to remove or prevent such difficulty
= The service provider’s introduction, etc. is necessary to remove or prevent such difficulty (Necessary).

(4) The service provider has no appropriate alternatives
= The service provider has no appropriate alternatives to the introduction, etc. (No alternatives).

[Information required in an urgent introduction, etc. notification: the information (1) to (4) below must be provided in addition to the information required in
an introduction, etc. plan]

Required information: (1) the details of the difficulty in providing the service; (2) the date of occurrence and duration of the difficulty; (3) the
(1) Urgent impact of the difficulty on the provision of the service; (4) by when the urgent introduction, etc. had to take place; and (5)
why an introduction, etc. plan could not be submitted in advance

(2) Unintentional Required information: (1) the causes of the difficulty; (2) when the difficulty was identified; and (3) why the difficulty was unavoidable

Required information: (1) the relationship between the difficulty and the specified critical facility and the details of the problems with the

(3) Necessary specified critical facility, and (2) the relationship between the difficulty and the urgent introduction, etc.

(4) No alternatives Required information: (1) what alternatives were considered, and (2) why the alternatives could not be taken

ND)




Typical Cases



Case 1: Notification close to the scheduled introduction date

Scheduled introduction date

Give prior notification of the introduction of a

o . . when the facility is put into
specified critical facility (Art. 52, para. 1) P ( .
- ; : Notification sent back due to operation)
No prior consultation wit o p
P A formal deficiencies or other
the competent ministry Sroblems \/
August 20, 20XX September 1, 20XX

—~

I
The competent ministry checks the Resubmit the introduction, etc. plan |
I

format and the information provided. I —
. | }
I |
I *IIIIIIlllll.llllllllllllllll
: 30-day screening period (prohibiting introduction), which
1 may be shortened or extended (up to four months)
The scheduled introduction date
cannot be met due to the review of
the resubmitted documents.
Good practice
: . : Scheduled introduction date
Prior consultation with H , b Give prior notification of the introduction of the (when the facility is put into
the competent ministr ave megtmgs about specified critical facility (Art. 52, para. 1) operation)
prior notification _v
_\/ Completion of
X X, 20XX July 10, 20XX screening September 1, 20XX

}I I I I‘-....--....--.-.--....--....-....--....-..>I
Check by the — —}~

competent ministry (1) 30-day screening period (prohibiting introduction),

| | : | | *. >

Period _for ; Check by the  Period for which may be shortened or extended (up to four months)
. . . correction an competent ti
Have a prior consultation with | oS- mp correction The facility can be introduced
e g by ministry (2) and checking
the competent ministry about the service . as scheduled
- P by the service ued.
prior notification of the provider id
introduction of a specified provider
critical facility

Submit an introduction, etc. plan as early as possible because the screening period extends for up to 30 days, as a general rule, after its
acceptance and may be extended up to four months.
Service providers are encouraged to consult with the competent ministry in advance. 26




Case 2: Introduction, etc. plan submitted before the arrival of documents that can be directly
provided to the competent ministr

Competent ministry

scheduled introduction...

The necessary documents have not been = —

submitted by the scheduled date of submission!

We can’t accept the notification or start
screening unless the necessary documents are ~ -
available from the supplier. L

A

. essential
Competent ministry ; ervice nravide

The introduction is scheduled for
September 20, 20XX.

The necessary documents have already

been directly provided by the supplier.

[ We don’t have much time before the }

20, 20XX.
Necessary documents will be directly provided
by the supplier on August 13, 20XX.

The introduction is scheduled for September }

Report that documents

concerning the introduction, etc. [
plan will be directly provided to A
the competent minister

Introduction, etc. plan

Good practice

pecitied essential
3 e _service provide

We understand that

the necessary
documents will be
directly provided by
the supplier.

We’ve confirmed that the
necessary documents have
been provided by the supplier
to the competent ministry.

We can proceed
with screening
as scheduled.

Report that documents
concerning the introduction, etc. ;
. - . Introduction, etc.

plan will be directly provided to plan

We can meet the scheduled
introduction date.

the competent minister

If the supplier provides the necessary documents directly to the competent minister, specify the deadline for the provision to
the supplier and confirm with the supplier that all the necessary documents have been provided before submitting the
introduction, etc. plan.




Case 3: Failure to prepare notification of a material change to critical maintenance and management,
etc., which is necessary to introduce a specified critical facilit

The service provider consulted in

advance with the competent ministry The service provider was told by the . .
. . o L ) The service provider needed to prepare
about the introduction of a new specified competent ministry that it needed to P .
o s : e ; notification of a material change to the
critical facility (scheduled for December give notification of a material change

1, 20XX) to update the system under the (see the point) to the critical Z;g'cal maintenance and management,
critical maintenance and management, maintenance and management, etc. ’
etc.

A service provider already submitted

N 7
notification of entrustment concerning s 4 _
an existing system (planning to start the ) (Point)

entrustment for one year from October 1,

‘ If there is any change to a specified critical
20XX).

facility under critical maintenance and
management, etc., it may be necessary to
give notification of a change, such as a
change to the name of the facility.

Good practice ]

The service provider consulted in
advance with the competent ministry The competent ministry checked the

about a material change to the critical notification of a material change. The service provider gave the
maintenance and management, etc. The service provider made necessary notification well ahead of schedule.
as well as the introduction of a new corrections to it.

specified critical facility.

LY
Q)

'I.

Introducing a specified critical facility may require giving notification of a material change to critical maintenance and management, etc.
For this reason, carefully check whether such a change is necessary and, if necessary, consult with the competent ministry. r




Case 4: Notification prepared only for component facilities to be replaced in introducing a specified critical facility

A service provider planning to change
only some component facilities of a
specified critical facility gathered
information only on the component
facilities and prepared notification only
for them.

The service provider consulted in
advance with the competent ministry
about prior natification of the
introduction of the specified critical
facility.

N
<

Good practice

The service provider was told by the
competent ministry that it needed to
provide information on all the
component facilities of the specified
critical facility.

The service provider gathered
information on all the component
facilities of the specified critical facility
and prepared notification for them.

The service provider consulted in
advance with the competent ministry
about prior natification of the
introduction of the specified critical
facility.

.y
a\

C

The service provider needed to gather
information on the suppliers of the
other component facilities in a short
time and prepare notification for such
facilities.

The competent ministry checked the

notification for the component facilities.

The service provider made necessary
corrections to it.

The service provider gave the
notification well ahead of schedule.

information on all the component facilities in the notification.

If a change to some component facilities of a specified critical facility constitutes a change to its functions, it is necessary to provide




Typical Mistakes

[Notes]

* On the following pages, the “Submitted Documents” is provided in the original Japanese version.



Typical Mistakes in Submitted Documents

v As specified in “Instructions” below “1. General information about the specified critical facility,” provide the
information that can identify the specified critical facility to be introduced (such as the product name and
model number) in the “Name” section.

v" Such information is sometimes missing from the “Name” section.

Example

RS —(EANCE Y 2 2 LI L 3ERMROEFRDEECHE Y 2 ERBENARE 1 HOHEFC LY . HrEEERECEAN
FTHDOT, KOEBYRBTHET,

L. SEEEREOME BEHA (C) (BI08H 1 RETHLS0E)
= 2 o

g%%%ggg%ﬁ ALGHEF (BERERRONAET I HE)

EEEE RO i 5

BTEEE R ELHRET 2B . .

[ SRR RS R 2 15T | fesnmt

ﬂ%ﬂéﬁi@?f%} S EEREE (S22 R RMORRORECET SRR 1 AOREI L) wmmmﬁn.\A

1. MYESEREORE] Oflod, 1R TEDLFEETREORED S 5, HET500%adTL 2L, I

2._:‘313> F?ﬁﬁ;ﬁéﬁ{ﬁ?@%?ﬁj O, A—OEECRTEERMEN S EAFT I rETREFRET23E (H48, 3 = ';§§ T

BEYyFiE TS L, a_:_:.;;.ij

3. METETDEOWNE) ORI HTEAERLEE FEOCRET S ST R T JEFOBEE B Sepznwcnaros

B+ T L L, BELSEMEERT 550

4. MEFEFERETHEET B U NEEEERNEEER Y 25 Oficid, £ hEhOBERORTEY 207k & 1 3 micit CEPSRERERNOMEDS b BUTSLOIERISC.

FUEEAT CE AT 5 kL L, MO HBang, © RoiHST 5 6 0% BT 5 &, EarER R e T SR A TG e
u;l.-; :-&.wié-«-?“:- e Trrrfzg- . chE 3 ;g::v L r‘nlx ‘I‘ té\Tr : Tr?‘r\f'.{\:;'f;\' buy

Make sure that all the instructions have been followed before
submission.
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Typical Mistakes in Submitted Documents

v' In “2. Details and date of the introduction of the specified critical facility,” “the parties involved in the introduction”
means “those involved in the introduction of the facility from the supplier.” For this reason, even if the supplier plays
arole as a party involved in the introduction, the supplier is not considered such a party.

v" The supplier of the facility is sometimes mistakenly included in the parties involved in the introduction.

Example

GREG EOEE) cins
1. BEACELBECEY SEE) O, BEESREOEREN S LUHTEENE S SRR AT BT e
TIHEET2HFOYE, KO (1) Xk (2) 5T BRI a2 R E sl T 5 b,

A5 K
(1) HEHEEERE L SFEERRORRLS L OMICAEL . BRESERROMSOEET OOSESEHBOEALD Erekse @
iz TEBELQEIEE T o4 : i
(2) WEEERBCOWTT A N—t & 2 U5 2 T S ROERIEOETE DI ITAOM LT S EE AR OmRE % '
EETLETH- T, STRHEEERROER ETLRELELH

i [ %
)BER

i 2 HEH A BRERENEATD

ADERE OO EEER OB

b0 Bh 1k 12 B B SRR OB R

5= & (AT - o=
ik 0 4,

=ET, BAREDLENT

L., &goRtoficfiromaziid sz
L Can - -

The supplier of the facility is not
considered a party involved in the
introduction.
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Typical Mistakes in Submitted Documents

v" In “Date of introduction” of “2. Details and date of introduction of the specified critical facility,” it is necessary to
provide details of when a series of the necessary processes for the introduction of the facility will be
completed and the facility will be available for the provision of infrastructure services.

v' A period of several months is sometimes provided by mistake. Make sure that the information provided aligns with

this definition of the date of introduction.

Example
6. [HFHA) offlcid, i . BOFANET L, EROEBERORICET 2ESEHEET 50
ko ﬁﬁﬂﬁ&ﬂ#lﬂ*ﬁkﬁf%%ﬁa’\ui—?ﬁﬁﬁ% EBLILC [ (5% ) LRECHET bl N

R ERE L e A RRERENEATD

Make sure that the information provided follows the instructions.
(Example 1) Specify the date in the format of year, month, and day, such as “June 28,

2025

(Example 2) Specify a period such as "from April 2025 to August 2025 (tentative)” when

necessary for compelling reasons. Once the date is confirmed, report the change.
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Typical Mistakes in Submitted Documents

v"In “3. Information on the supplier of the specified critical facility” and other sections, the date of confirmation is
sometimes missing from the field for the proportion of voting rights held (%). Make sure to provide the date of
confirmation after checking the format settings in Excel.

Example

3. BHEEE R ROERECET 2EE
(1) HEEEECHEEE

BT UAEEOES

E37) 3. WIRERWOGESI NS LER

| il R FA : 9Ii..ﬁ':—%:§§i¥._%* I

|

[Ex | |

(2) BEETHHOMEORBEESOEAED S W LFERCEET2E o — — '*f:_f;,_;&,;m.;_n,a:”.,“:.; ———— =\
BRI HITERLAES I DS ! R O 1. e P —— T\

L@ : 7

@) OB S| E

o
fr
2
B
L

®) @

it ske
1. SFREFEEE. BHEOET 2 ALFOBEC BT 2EHEF0ERREOE-Sh 285 %, D
TEoERT A E (TR ECTRE, ) . (a} .-?l;&y:um:::-u
2. TR IS AEES) O, EREE EET BENEA T HEAIC LT A O NET S BATHS .
IE Sl i SEEACEEEF ST A OTIofflich e THEL. J . s
3. MEanEEESE X IERES ) oWl iiebd 215N, SEEEREOEGE Y B EAECERIIERT 2 2 TE ]
B, Tk E SEEEED FEHSERERRICH LGSR LD, BAEARCESRIET 2L ERSTEIE BT T
.

|elele|deleldalals

The date of confirmation is missing.
As the date of confirmation must be provided together with
the proportion of voting rights held (%), make sure that the
date is provided before submission.
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Typical Mistakes in Submitted Documents

v" Among the information on direct holders of 5% or more of the voting rights of the supplier (such as names, countries
with jurisdiction over incorporation or nationalities, and proportions of voting rights held), only countries with
jurisdiction over incorporation or nationalities can be provided directly to the competent minister. Itis
sometimes misunderstood that their names and proportions of voting rights held can also be provided directly to the
competent minister.

Example

(2) P REREOMAEA O TEEORIED 5 %L LIk fT 55

. e 1ot e RIERATIA (%)
7 DR IEA A% LA E S ST E R FeRLFEAH)  eammmeer s ey
@D (1] b WS EHR R
(;')‘. [EEETRSXOES I I
(;, TR | 1
(;i:I %) AT ER o[ R DM 5 % S SRR S _ N\
C:' RERILES RUBRERS LAY - \
© z
@ :
® -
f Goil LoinE) N\ i
1. FBUERATISE, BHOBRT2 NGO BB T 28 EEORIEOEIC Lo 2T G 4 ANEUTEL T E 3 (& WG .
EALTRHRRETHZE CIFZoFRZBWTRL, ) .o
2. [RRACVEIVEES UTEES) oid, A RET2ENEATHLIHA DT URIEAORIIEEES A | A : ) RIS AR TS RETE, @A TS
'f&wéi%/ﬁ\dlf;t!ﬁZflﬁl)\J)Elﬁ%%éﬁfﬁk'fé ZE UTFZoERIZBWTHLE, ) . ‘Jl 'ETE:;‘E'{’&ZI:'{&::- DHiC s 5 LENLRREE AR AT AT b AT ::,j
3. [BarEEES OIEES) OMCEl b Wi, HEREREOIHRE RO OO O BEICH T 5 2 LA TX D BRI EZEERRTEIEETE.
%, TOEE, DAl BIT. FE e e o r LA B L, DOQUIMECRET 5 E e lMETH o8& - -
+7 (3} ¥ NEEROREFOTE — _
© J - % £HH = he
:
Make sure to check whether the information can be provided e
directly to the competent minister before submission. The S
names and proportions of voting rights held of such direct

holders cannot be provided directly to the competent minister.
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Typical Mistakes in Submitted Documents

v Among the names, dates of birth, and nationalities of the supplier’s officers and other equivalent members (necessary
accompanying documents: copies of their passports), only dates of birth, nationalities, and copies of passports
can be provided directly to the competent minister. It is sometimes misunderstood that their names can also be
provided directly to the competent minister.

Example

(3) FrEREEZREOImMEORE

KR4 L H =
D 3. MITREREC ST RS R

= (1] wr REEE R

@) EEECREEDES I I
Cﬁ_ﬂ;' l‘!@ﬁi;m T I |
(‘g (21 ot R o g e T OB 5 EL IR S
© BERILES RUBRERS LAY RERRAWE (%)
© _

@
ﬁ' ]
(Foik -oo¥EE)
MEEAH] RO TEES) OICERiT 2SR OV NERIC R D 1045 2 THE 2 #2811 5 FHIE . FrE B HER
OHFEFENOOOOICHEIZRTH Z 2 TE 5, 2oLk x, Uiilisait, eSS ET T L, H50 00,
OOO0O0ITHEIRET D &2 METo L 2T 5,

B4
&

* 5 I .
3. TEUSRERSLIZEFS iR BB TE IamcEBHT oA TS, o

“ -I: -‘?l;&ﬂ:uiﬁ::‘?] — = \
Make sure to check whether the information can be provided -
directly to the competent minister before submission. The -
names of officers and other equivalent members cannot be 2
provided directly to the competent minister.
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Typical Mistakes in Submitted Documents

v" For the introduction of a specified critical facility or the entrustment of critical maintenance and management, etc. to
third parties, the Act requires (1) submitting an introduction, etc. plan, (2) submitting an urgent introduction, etc.
notification, (3) notifying (in advance) draft changes to the introduction, etc. plan, and (4) reporting (urgent)
changes to the introduction, etc. plan. These documents include many fields requiring the names, addresses, etc.
of suppliers. Such information must be identical to what appears on the company register, so make sure that the
information that appears on the company register is provided before submission.

Example s nT 59
1 . ) .
= RGO FEEE 1. MRS
131 T |memmons
= - B (manRoLh
TRz D44 FR MEER R
7 |amBprirssons
R D EgHE :
BINELIEE S
SR OREE DR, XXXXXX 3
;é e XXXXXX I i M XL e T
L |
Elrraemsms Xx J
5~
E{né SEMAER A TS (%
B mffﬁxﬁf&z e L S L Ty -
£ [Llx) = 3 L3 R EAS
=5 , I # [
o a B

oy
2 (B [538 (2 B 3

Make sure that the information provided is identical to what appears on
the company register before submission.
Note that the address is not the location of the head office.
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Typical Mistakes in Submitted Documents

v' There are many fields that require information about the “location of the plant or place of business that will
manufacture the specified critical facility.” However, sometimes the fact that “the supplier of the facility will

manufacture the facility on its own at the plant or place of business specified above” is not confirmed. Make sure to
check the requirements of this “Confirmation item.”

Example

(5) ﬂ*\'JETf?E*‘“'E& fi e i YZ)J_irxtiﬁ*"lfH b5 O TR

(fifes I;!Ll)

FREFAL IR FER I, FERERMEOEANCY - T, FFEFRERMOIGEE N BIZH L ITX LIRGEZ 1T
OFFERL) ORI R A TR R S U T30 ﬁ‘“’l;m Ty O

TWDHORRLT, RO [T I FES =
IR A DN E DR EREREAME L, o, BB ERERROMBELZTRESETWD Z L A#EEL T

IZHR D B1045 2 5 2 B f&f’%i‘al P EER tﬁw‘k\‘u
th:g.‘t, FELSERFELICK HOLNLH, BHAE

ik Loz

(4) WEEER WO rﬁtTg .t»v“m B & IR R B 8 E B OBIA

HUOHE ~ 0 3 EM
1. [T HEsoiifrt] oVITIL, HERERELfE+ 5 T T B o iifE+ 5 E Uitk o A #4228 EE ARERE DL BE )
HZ 3: (UF C’)EE_U_%L‘ THLEN)
2. BIHH OWNFELZ R L T AHERTICIE, TOLAEICHILICHEFITH &

IS

(5) WEmERHABET 5 TH UTERBOFTER
THXEEEEORTEMR

Make sure to check the requirements of this
“Confirmation item” before submission.

#1) OWMIZE, FEEERMZBET 5 CHNEFEFEROFRET SRR MEOLFLrTRT O L
)
SEET. ToEMzhsDImEfFo L
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Typical Mistakes in Submitted Documents

v In the section “The supplier's percentage of sales from transactions with a foreign government, etc.,” even if “not
applicable” is checked, it is still necessary to specify the three-year period concerned(*) by providing the start and end

dates in the format of year, month, and day.

v' The three-year period concerned is sometimes missing.
* The last three business years ending on or before the day two months before the date of notification

Example

HEHRE USRS D W05 2 5 2 5108 2 HIL, SHEEERNORS
z YEEHEE T, MEHSERFELSCHL, 0000, BEXEICH

g — — [ =

(4) HFEFHROMGEIIBT L]
O =p J ELE M21F4A1E ~ J024F3A3NE  |ETOIEH

E=HEEE dnacs -

Even if “not applicable” is checked, it is still necessary to
specify the three-year period concerned. (5) wrRERE s TR RO
TR UIEEROF [

21 & TH LR EEFOFNET HE NI BROLFETET oL

) o
WaBSGITE, ToAMIZhEsOIHERIT S L
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ypical Mistakes in Submitted Documents

v In “5. Measures to prevent specified disruptive actions” of an introduction, etc. plan for introduction, there are cases
where the risk management measures for the supplier of the specified critical facility and those for the
suppliers of the component facilities are not separately provided or where third parties are unable to
distinguish which measures apply to which supplier.

Example

ii

ACSR S THENSRESRNLMTIPEOETA LB AT I OOBRICE LS “\
LI I |

#if

I-’! ih‘ WEREERE RERRIC REXWXSNEZ LB
CEPMEELESERNIMET S L -“zru_\ =R

[5. HiEmEER WﬁﬁlmdtdfﬂifA%ﬁ?x%bﬁTéﬂ&ﬁ%?%%%iTétb@%ﬁf

(1) FrEENREROAGRME OIS E BT 2RNESOIR T, HEEERMROMMREICREREERNMA NS
ZEAIETAX DI M E R E N A S A, MR SN TN A DL A EA SR R R T E S D L A
IZEDHEELTND,

O—1 FeEtha = LA R T, FELSIMRFERSCBWT, &
HD 22— FERREAL TWREWNhEHEGRT S0

EREREICER
DZ NRE L OMOGEER S S TR Y Wags it 2 VB AE O
R LT 5,

TIFERmENDL &
3 MHRE R RO s % OV R E R i o MERGR 1 oo Ak

AL THISNRHDERRL,

2 'l!”“!z!'t* ;? "‘E"‘“‘&Q'i! )-"l:ﬁi
z R ZA 1By

ka R S R 8 RN G e A G BT

REOIGHFIIBN T \BARECEEODL L 2 — FEMRALT
mmwm%?%fétwafﬂﬁﬁ%@@@#ﬂ%ﬁﬁ%%éﬂfﬁ 0
D REEFET A RAVEAETNESND Z EF 2 EHER LTS,
W1 FEEEREOUMSEN R L THER L T DBA L ate,
W2 MR HEOUEENR Lo THEESNS bDAERL,

2. SrRTRRD
A TETLT

‘r”“éﬁ‘t'(- .a’il!?'l
' ) TEVTHRET

H3l, MERRO !‘L
E-Ql M EATLTY

2 1
2 WV.;R".-!"‘Q

l;ﬁ'ﬂ"

-1 MIALEEERNL ﬁ!’lﬁﬁl
7. ) KB T

3, MERROREL

Make sure that the entities implementing risk
management measures are clearly separated
and distinguishable.
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Typical Mistakes in Submitted Documents

v" For risk management measures, the sections that cannot be skipped for ISMAP-registered cloud services are

sometimes mistakenly skipped.

“Instructions” below “5. Measures to prevent specified disruptive actions” of an introduction, etc. plan for introduction
provide that “2. If a component facility is an ISMAP-reqgistered cloud service, sections (1)-2, (2)-2, (3)-2, (4)-2,

(5)-2, (8)-2, (9)-2, and (10)-2 can be skipped for the component facility and the component facilities that

comprise It.
Exgnj’zle_,fr.ﬂ#m:' LR L LV D, -

Fh, HEEH A%,,Eﬁﬂeﬁ %@?ﬁ%’-ﬁﬁ:ﬁ%jJ ki "ﬂ-—r} \/
WiRdh-EaIT. '”I&ﬁ%%%ﬁ L ARSI LY R
LTWah,

P:’h—.!ﬂ!##d ﬁgnﬁl\?ﬂ:‘ ¢ 4! »’w:!!f.ii % ‘{<_ 5\,

Goifk LooiEE) :
1 ENERORIOWELEL TOORAITE, DEAEHISC L AERTRAIZ0 T, SREEERL T
it )# i;) 2 ‘—7 WH‘ ‘—7 - #8&. ) OBFFCMLT, #4E i
2. MREENS I SMAP )A%M» FTWAZ 7T RP—EATHLHEGIL, YR ik U iz i o —i 2§ B R RRERE BRI
BT 2 A RGR ﬁu_f{*é(l‘—z -2, @-2, -2, ®-2, ®— z\ C‘?‘ 2, 00— 2 0EHIZHT 5L, fﬂF

MG A T =
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Typical Mistakes in Submitted Documents

v" For an introduction, etc. plan for the entrustment of critical maintenance and management, etc., “Instructions” below
“4. Information on the subcontract work of critical maintenance and management, etc.” provide that “3. To omit
information on the subcontract work of critical maintenance and management, etc. (excluding the information listed in
Article XX, item (x) related to the subcontract work of critical maintenance and management, etc.) under Article XX,
specify the omission in the field relevant to the information, attach documentation supporting the satisfaction of the
requirements of Article XX, and outline the measures taken in “6. Notes.”

v Despite such omission, the measures taken are sometimes missing from “6. Notes.”
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Before submission, check whether any measures
need to be provided in “6. Notes.”
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Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Regulated business
sectors (Act)/
Designation of specified
essential infrastructure
business (Cabinet Order)

Designation criteria for
specified essential
infrastructure service
providers (Ministerial Order)

Service providers designated as
specified essential infrastructure
service providers
(as of Mar. 11, 2025)

Critical
maintenance and
management, etc.
(Ministerial Order)

Specified critical facilities
(Ministerial Order)

Component facilities
(Ministerial Order)

Electricity Retail

General electricity
transmission and

General electricity
transmission and
distribution utility as
defined in Art. 2, para. (1),
item (ix) of the Electricity

The Okinawa Electric Power
Company, Inc.

Kansai Transmission and Distribution,
Inc.

Kyushu Electric Power Transmission
and Distribution Co., Inc.

Shikoku Electric Power Transmission
& Distribution Company, Inc.
(Yonden T&D)

Chugoku Electric Power
Transmission & Distribution

Supply-and-demand
control systems

* Facilities responsible for
central control critical to
power supply

transmission

Electricity Business Act (All
electricity transmission utilities
are designated.)

Fukushima Transmission Co., Ltd.
Hokkaido Northern Wind Power
Transmission Co., Ltd.

central control critical to
power supply

Electricity distribution
utility as defined in Art. 2,

No designated service providers

Supply-and-demand
control systems

* Facilities responsible for
central control critical to

+ Monitoring and control servers

+ Supply and demand calculation
servers

« Applications for supply-and-demand
control operations, OS, and software

distribution Business Act (All general gﬁmbpagyl/, Inc. P Grid Co.. | Grid control systems - Monitoring and control servers
electricity transmission and TE;CUO Pectrlc Go_vc\jlelr nd 0. INC- 1« Facilities responsible for - Operation servers
distribution utilities are Tohok Elom{e.r P” ’ mlil. twork C central control critical to + Applications for grid control
designated.) "?CO u Electric Fower Network ©0.. 1 hower supply operations, OS, and software
Hokuriku Electric Power
. Transmission & Distribution
1 Company + Maintenance
\rﬁ Hokkaido Electric Power Network, and
) Inc. management
2 Electricity transmission " Operations
Er‘ o utility as defined in Art. 2, ‘é'gomER Transmission Network Grid control systems * Monitoring and control servers
Electricity para. (1), item (xi) of the - ahin * Facilities responsible for - Operation servers

- Applications for grid control
operations, OS, and software

+ Monitoring and control servers

- Supply and demand calculation
servers

- Applications for supply-and-demand

E_Ichngy para. (1) item (x|)-3 of the (There are no electricity distribution power supply control operations, OS, and software
distribution Electricity Business Act (All | ilities.) _
electricity distribution utilities are ' Grid control systems - Monitoring and control servers
designated.) * Facilities responsible for - Operation servers
central control critical to - Applications, OS, and software for
power supply system control operations
Specified electricity
transmission and — — — —
distribution 44




Regulated business

sectors (Act) /

Designation of specified
essential infrastructure
business (Cabinet Order)

A1011199(3 (=)

Electricity
generation

Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Designation criteria for
specified essential
infrastructure service
providers (Ministerial Order)

Generation system owned:
A generation capacity of
500,000 kW or more

* The criteria ensure that most
of Japan’s total generation
capacity is covered.

Service providers designated as specified

essential infrastructure service providers
(as of Mar. 11, 2025)

Akita Yurihonjo Offshore Wind LLC.
Kashima Power Co. Ltd.

Kobe Steel, Ltd.

Kobelco Power Kobe 2 Co., Ltd.

Kobelco Power Moka Inc.

JERA Co., Inc.

Chiba-Sodegaura Power Co., Ltd.

The Kansai Electric Power Company, Inc.
Kyushu Electric Power Company, Inc.
Yonden Shikoku Electric Power Co., Inc.
Oban Joint Power Co., Ltd.

Soma Kyodo Power Company, Ltd.

The Chugoku Electric Power Company, Inc.
Chubu Electric Power Company, Inc.
Electric Power Development Co., Ltd.
Tokyo Electric Power Company Holdings, Inc.
TEPCO Renewable Power, Inc.

Tohoku Electric Power Co., Inc.

Nakoso IGCC Power GK

The Japan Atomic Power Company

Nippon Steel Corp.

Hibiki Power Generation LLC.

Himeji Natural Gas Power Generation Co., Ltd
Himeji Natural Gas Power Generation 3 GK
Hirono IGCC Power GK

Fukushima Gas Power Co., Ltd.

Hokuriku Electric Power Company
Hokkaido Electric Power Co., Inc.
Mitsubishi Heavy Industries, Ltd.

Murakami Tainai Offshore Wind Co., Ltd.

Specified critical
facilities
(Ministerial Order)

Output control units
* Facilities responsible
for central control critical
to power supply

Specified wholesale
supply

Aggregated power: 500,000
kW or more

* The criteria ensure that most
of Japan’s total generation
capacity is covered.

Enel-X Japan Ltd.
Chubu Electric Power Miraiz Company, Inc.
TEPCO Energy Partner, Inc.

Energy management
systems

* Facilities responsible
for central control critical
to power supply

Critical maintenance
and management, etc.
(Ministerial Order)

- Maintenance

and
management

+ Operations

Component facilities
(Ministerial Order)

+ Monitoring and control

servers

+ Control units (boiler

monitoring and control units,

turbine monitoring and
control units, etc.)

+ Applications, OS, and

software

+ Monitoring and control

servers

+ Applications, OS, and

software




Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Regulated business
sectors (Act) /
Designation of specified

Designation criteria for
specified essential
infrastructure service

Service providers designated as
specified essential infrastructure
service providers

Critical maintenance
and management, etc.
(Ministerial Order)

Component facilities
(Ministerial Order)

Specified critical facilities
(Ministerial Order)

essential infrastructure
business (Cabinet Order)

providers (Ministerial Order)

(as of Mar. 11, 2025)

Gas retail business

General gas pipeline
service

Number of gas meters
installed: 300,000 or more

* The criteria ensure that most of
the gas customers in Japan are
covered.

Osaka Gas Network Co., Ltd.
Energy Sola Platforms Co., Ltd.
Keiyo Gas Co., Ltd.
Saibugas Co., Ltd.

Shizuoka Gas Co., Ltd.

Gas Bureau, City of Sendai
Tokyo Gas Network Co., Ltd.
Toho Gas Network Co., Ltd.
Hiroshima Co., Ltd

Hokuriku Co., Ltd.

Hokkaido Gas Co., Ltd.

Control systems for
high- and medium-
pressure gas supply
facilities

* Facilities responsible for
central control critical to gas
supply

Specified gas
pipeline service

se9 ()

Transporting 1 billion m3 or
more of gas per year for
suppliers

and

maintaining and operating
pipelines connected to the
pipelines of general gas
pipeline service providers
* Those who supply a large
amount of gas to the service
areas of general gas pipeline
service providers are designated.

Ogishima City Gas Supply Co., Ltd.
INPEX JAPAN, LTD.

JERA Co., Inc.

Japan Petroleum Exploration Co.,
Ltd.

Control systems for
high- and medium-
pressure gas supply
facilities

* Facilities responsible for
central control critical to gas
supply

Gas manufacturing
business

Maintaining and operating a
gas manufacturing facility
with a production capacity
of 200,000 m3 or more per
hour

* The criteria ensure that most of
Japan’s total gas manufacturing
capacity is covered.

Osaka Gas Co., Ltd.

INPEX JAPAN, LTD.

JERA Co., Inc.

The Kansai Electric Power Company,
Inc.

Shimizu LNG

Daigas G&P Solution Co., Ltd.
Tokyo Gas Co., Ltd.

Toho Gas Co., Ltd.

Hibiki LNG Co., Ltd.

Hokkaido Gas Co., Ltd.

Control systems for
gas manufacturing
units

* Facilities responsible for
central control critical to gas
supply

- Maintenance
and
management

+ Operations

+ Monitoring and control servers
+ Applications, OS, and software

+ Monitoring and control servers
« Applications, OS, and software

+ Monitoring and control servers

+ Control units (storage tank control
units, carburetor control units,
etc.)

+ Applications, OS, and software
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Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Regulated business
sectors (Act) /
Designation of specified
essential infrastructure
business (Cabinet Order)

Designation criteria for
specified essential
infrastructure service
providers (Ministerial Order)

Service providers designated as
specified essential infrastructure
service providers
(as of Mar. 11, 2025)

Critical maintenance
and management, etc.
(Ministerial Order)

Specified critical facilities
(Ministerial Order)

Component facilities
(Ministerial Order)

Oil refining

10 (w)

Oil refiner as defined in Art.
2, para. (5) of the Qil
Stockpiling Act that owns an
oil distillation facility

* All oil refiners are designated.

ldemitsu Kosan Co., Ltd.

ENEOS Corporation

Osaka International Refining
Company, Limited

Kashima Aromatics Co., Ltd.
Kashima Oil Co., Ltd.

Cosmo Energy Holdings Co., Ltd.
Showa Yokkaichi Sekiyu Co., Ltd.
Seibu Oil Co,. Ltd

Taiyo Oil Company, Limited

TOA Oil Co., Ltd.

Fuji Oil Company, Ltd.

Control systems

* Facilities responsible for
central control critical to oil
supply

Petroleum gas
import business

+ Percentage of Japan’s total
petroleum gas import: 1% or
more

and

+ Main use of imported oil:
Fuel

* The criteria ensure that most of

Japan'’s total petroleum gas

import is covered.

Astomos Energy Corporation
lwatani Corporation

Eneos Globe Corporation

Osaka Gas Co., Ltd

Japan Gas Energy Corporation
GYXIS Corporation

National Federation of Agricultural
Cooperative Associations

Tokyo Gas Co., Ltd.

Control systems
* Facilities responsible for
central control critical to oil

supply

- Maintenance

and
management

+ Operations

+ CPU (central processing unit)
+ Control applications and

software

+ CPU (central processing unit)
+ Control applications and

software
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Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Regulated business
sectors (Act) /
Designation of specified
essential infrastructure
business (Cabinet Order)

Designation criteria for
specified essential
infrastructure service
providers (Ministerial
Order)

Specified critical
facilities
(Ministerial Order)

Service providers designated as specified essential
infrastructure service providers
(as of Oct 17, 2024)

Critical maintenance
and management, etc.
(Ministerial Order)

Component facilities
(Ministerial Order)

1Prem ()

City of Sapporo (Sapporo City Water Supply Service)
City of Sendai (Sendai City Water Supply Service)
Saitama City (Saitama City Water Supply Service)
Chiba Prefecture (Chiba Prefecture Water Supply

Service)
Population served: More TWoki/o I\S/Ietrolposlltan.Government (Tokyo Metropolitan
than 1 million ater Supply Service) + Monitoring and control
Water supply * This number is the gana?aéva Prefecture (Kanagawa Prefecture Water servers for water
service other than upply Service) purification

small-scale water
supply service

population that cannot be
covered by emergency water
supply from other
municipalities and prefectures.

City of Yokohama (Yokohama City Water Supply Service)
City of Kawasaki (Kawasaki City Water Supply Service)
City of Nagoya (Nagoya City Water Supply Service)

City of Kyoto (Kyoto City Water Supply Service)

City of Osaka (Osaka City Water Supply Service)

City of Kobe (Kobe City Water Supply Service)

Monitoring and
control systems

+ OS for monitoring and
control of water
purification (excluding
auxiliary OS not directly
involved in monitoring
and control)

The Qity of Hiroshima (Hiroshima City Water Supply for Y\/'atef ' . Middleware for

Service) _ ) _ pur_'f'(_:at'on * Maintenance monitoring and control of
City of Kltakyushu (Kltaky_ushu City Water Supp_ly Service) | facilities and water purification
Fukuoka City (Fukuoka City Water Supply Service) * Facilities management (excluding auxiliary

Maximum daily water supply
capacity: More than 500,000

Miyagi Prefecture (Sennan and Senen Wide-Area
Wholesale Water Supply Service)
Saitama Prefecture (Saitama Prefecture Wholesale Water

responsible for
central control
critical to water
purification

+ Operations

middleware not directly
involved in monitoring
and control)

« Applications for

m?3 Supply Service) icat

* This number is the same as | Aichi Prefecture (Aichi Prefecture Wholesale Water monltonng_an(_j control of

the maximum daily water Supply Service) water purification

supply capacity for water Okinawa Prefecture (Okinawa Wholesale Water Supply (excluding auxiliary
Wholesale water supply services. Service) applications not directly

supply service

* As these service providers
do not supply water directly to
users, the maximum daily
water supply capacity has
been adopted as the criterion,
instead of the served
population.

Kitachiba Water Supply Authority (Kitachiba Wide-Area
Wholesale Water Supply Service)

Kanagawa Water Supply Authority (Kanagawa Prefecture
Wide-Area Wholesale Water Supply Service)

Osaka Water Supply Authority (Osaka Water Supply
Authority Wholesale Water Supply Service)

Hanshin Water Supply Authority (Hanshin Water Supply
Authority Wholesale Water Supply Service)

involved in monitoring
and control)

Small-scale water
supply service
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Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Designated business
sectors (Act) /
Designation of specified
essential infrastructure
business (Cabinet Order)

Service providers designated
as specified essential
infrastructure service providers
(as of Mar. 11, 2025)

Designation criteria for specified
essential infrastructure service
providers (Ministerial Order)

Critical maintenance
and management, etc.
(Ministerial Order)

Specified critical facilities
(Ministerial Order)

Component facilities
(Ministerial Order)

Operating distance: 1,000 km or + Server units for route control
5 in(?qre iteria reflect th East Japan Railway Company Train operation control systems
% |Type I raitway Tbe.crltebr.llell re fectt e . West Japan Railway Company [ systems - Network units for route control
& . substitutability of service providers | o\ aido Railway Company * Facilities responsible for systems
= |business based on their ability to provide : b
s hiah 4. and P tual Kyushu Railway Company central route control critical - 0S
2 mass, hig -spee »an pupc ua Tokai Railway Company to train operation + Programs for route control
transport services for medium- to systems
long-distance passenger travel.
+ Domestic share of actual
transport distance, the weight
of transported cargo, and the
number of owned trucks: 5% or
. more
6 and .
e - Having offices nationwide Transport and delivery . .
g s I . * The criteria ensure that about 30% | yamato Transport Co., Ltd. cont.rp'l systemsl + Server units for truck operation
Q en'era trucking | ot the total actual land transport Nippon Express * Facilities responsible for . Maintenance management .
§ business distance, the total weight of cargo Sagawa Express Co., Ltd. central control of delivered and + Programs for truck operation
2 transported by land, and the total cargo management management
3 number of owned trucks in Japan - Operations
- are covered. The criteria also reflect
the scale of the trucking industry,
which has 60,000 operators
nationwide, and the substitutability of
service providers through transport
by other service providers.
= Cargo liner
Z | service business | pomestic share of the sea
Z |and ”LEQUVJW transport volume and the number Loading and unloading
S | route business, i - 109 . S
o § . . of operating vessels: 10% or Nippon Yusen Kabushiki Kaisha | management systems ; ;
o = | which mainly more S : o9 ; - Server units for stowage planning
S 8 L Mitsui O.S.K. Lines, Ltd. * Facilities responsible for . ¢ lanni
o 3 |transports between | * The criteria ensure that about half | kawasaki Kisen Kaisha, Ltd central yard planning for Software for stowage planning
3 | Japanese .ports of the total sea transport vplume and loading and unloading
2 | and ports in the total number of operating
§' regions outside of | vessels in Japan are covered.
@ | Japan
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Regulated business
sectors (Act) /

Designation of specified
essential infrastructure
business (Cabinet Order)

Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Designation criteria for
specified essential
infrastructure service
providers (Ministerial Order)

Service providers designated as
specified essential infrastructure
service providers
(as of Mar. 11, 2025)

Specified critical facilities

(Ministerial Order)

Critical maintenance
and management, etc.

(Ministerial Order)

Component facilities
(Ministerial Order)

. Share of international and
8 domestic flights among . .
g i o o Flight plannin
> | Domestic scheduled | specified domestic air s gterr?s g
: alr transport service carriers: 25% or more All Nippon Ail'W&yS Co., Ltd. y N )
s | : | ai S Japan Airlines Co.. Ltd * Facilities responsible for
2 | International air * The criteria ensure that at least p ., Ltd. flight planning essential to
3 [transport service half of international and domestic aircraft o :
b ; i L peration
=S flights by specified domestic air
carriers are covered.
+ Number of passengers using
the airport per year: 10
million or more
and Narita International Airport
Airport . Man_aglng and operating Corporation_ _ _ Constant current
S establishment and an airport that serves as New Kansai International Airport Co., adjustment systems
z i domestic air transport hub | Kansai Airports g
5 |business _ P Fukuoka International Airport Co. * Facilities responsible for
o | Public facility (excluding government- Ltd. ' control of lights that assist
% | operating projects | Mmanaged airports) Hokkaido Airports Co., Ltd in the safe take-off and
. * 1 1 ! N . .
for airports The criteria ensure that large Central Japan International Airport | landing of aircraft
airports with a significant Co.. Ltd
socioeconomic impact are R
covered. (Operators of
government-managed airports
are not designated).

- Maintenance

and
management

+ Operations

- Server units for planning
- 0S
+ Programs for planning

- Control boards
- Operation and monitoring panel
- Current control software
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Regulated business
sectors (Act) /
Designation of specified
essential infrastructure
business (Cabinet Order)

Telecommunications
business requiring
registration
Telecommunications
business requiring
notification

suoneslunwwodsialL (5)

Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Designation criteria for specified
essential infrastructure service
providers (Ministerial Order)

- Having a Category | desighated
telecommunications facility
(including providers of inter-
prefectural telecommunications
services)

or

- Having a domestic share of 10%
or more of the number of
international submarine cables

or

+ Having obtained the
government’s approval for its
deployment plan for base
stations for 5G communications

or

- Providing a messaging service
used by 60 million or more users
and used for public services

* Service providers that meet the above

criteria provide a majority of domestic

fixed-line communications lines.

* Service providers that meet the above

criteria provide a majority of domestic

submarine cables.

* These service providers provide 5G

communications services that will play a

critical role in the future mobile network.

* These service providers provide a

majority of the public with messaging

services fundamental to their daily lives.

Service providers
designated as specified
essential infrastructure

service providers

(as of Mar. 11, 2025)

Nippon Telegraph and
Telephone East Corporation
Nippon Telegraph and
Telephone West Corporation
NTT Communications
Corporation

NTT Limited

NTT Docomo, Inc.

KDDI Corporation

Okinawa Cellular Telephone
Company

SoftBank Corp.

Rakuten Mobile, Inc.

LY Corporation

Specified critical facilities

(Ministerial Order)

+ Switching facilities

+ Facilities that can
control
telecommunications
facilities

+ Facilities that can
manage subscribers
for communication
connection or
authentication

« Facilities that can
control and monitor
submarine cable
systems

+ Messaging facilities

* Facilities responsible for

switching and control of

telecommunications

Critical maintenance

and management, etc.

(Ministerial Order)

+ Maintenance
and
management

+ Operations

Component facilities
(Ministerial Order)

+ Operational software

+ Node devices

+ Infrastructure system

+ Operational applications
- 0S

+ Servers

+ Systems with operation,

monitoring, or maintenance
functions

+ Systems for communicating
information related to message

services

Telecommunications
business listed in the
items of Art. 164, para.
(1) of the
Telecommunications
Business Act
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Regulated business sectors

Bunseopeoig (R)

(Act) /
Designation of specified
essential infrastructure
business (Cabinet Order)

Basic satellite
broadcasting

Designation criteria for
specified essential
infrastructure service
providers (Ministerial Order)

Service providers designated as
specified essential infrastructure

service providers
(as of Oct 17, 2024)

Specified critical
facilities
(Ministerial Order)

Critical maintenance
and management, etc.
(Ministerial Order)

Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Component facilities

(Ministerial Order)

Basic terrestrial

reception

broadcasting for mobile

Basic terrestrial
broadcasting

Television broadcaster that
meets the following criteria
- Percentage of its original
programs: 25% or more
and
- Coverage rate of
households: 25% or more
of domestic households
(*1)
* Broadcasters who air a small
proportion of original programs
and do not cover many
households will have only a
limited impact even if they
cannot provide stable services.

*1 The designated service
providers can cover 13 million
households (calculated based
on the latest TV ownership rate
and the number of households
in the latest national census).

Japan Broadcasting Corporation
Nippon Television Network
Corporation

TV Asahi Corporation

TBS Holdings, Inc.

Fuji Television Network, Inc.

TV Tokyo Corporation

Program transmission
facilities

* Facilities responsible for
program transmission
critical to broadcasting

9JIAIBS
reisod (13)

Postal service

Provider of universal and
fair postal service

(All postal service providers are
designated.)

Japan Post Co., Ltd

General delivery
information systems
* Facilities responsible for
central management of
resident lists

+ Maintenance
and
management

- Operations

- Encoders
+ Multiplexing units

+ Operational applications
- 0S

- Servers

- Mail sorting systems
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Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Specified
critical
facilities
(Ministerial
Order)

Regulated business sectors
(Act) /
Designation of specified
essential infrastructure
business (Cabinet Order)

Service providers designated as
specified essential infrastructure
service providers
(as of Mar. 11, 2025)

Critical
maintenance and
management, etc.
(Ministerial Order)

Component
facilities
(Ministerial Order)

Designation criteria for specified essential
infrastructure service providers (Ministerial Order)

Bank that meets the following criteria
- Deposit balance: 10 trillion yen or more
or
+ Number of accounts:
10 million or more
or
+ Number of ATMs: 10,000 or more

Mizuho Bank, Ltd.

Sumitomo Mitsui Banking Corporation
MUFG Bank, Ltd.

Resona Bank, Limited

Sumitomo Mitsui Trust Bank, Limited
Mitsubishi UFJ Trust and Banking
Corporation

Seven Bank, Ltd.

Rakuten Bank, Ltd.

Deposit and

Financial service provided
by workers’ credit unions

(2)

Banking * The criteria ensure that the designated service providers fund transfer

hold more than 50% of their deposit balance in Japan. Lawson Bank, Inc. transaction - Operational
* Banks with many accounts or ATMs that may have an japarIIBPoEt E’%nk Co., Ltd. systems - Maintenance | applications, OS,
extensive impact if they cannot provide their services are T%VOCh‘:‘.‘E 'Bt . * Facilities and middleware, and
also subject to regulation. ) Thg Bahkaofi(gk'ohar.na Ltd responsible management | other important
* The Zengin-net (Japanese banks’ payment clearing The Shizuoka Bank. L d ) for core - Operations software
network), which is used for interbank transactions, is also e Shizuoka Bank, Ltd. operational - Server units
subject to regulation under a different business category Lgfﬂ?gr;ti%fcg‘;#fk&gd' processing of

o (clearing service for interbank funds transfer). Saitama Resona Bank, Limited banking

T Financial service Provider of financial services of central organizations of

2 ! cooperative financial institutions (accepting deposits, o

% provided by central lending funds, and fund transfer transactions) under the ?Rlnlsnkclientrasl Bal?k

2 [ organizations of Credit Union Act, the Small and Medium-Sized Enterprise Thg S&AEL?& Fggeration Bank

¢ | cooperative financial Cooperatives Act, the Workers’ Credit Union Act, and the The Norinchukin Bank

< |institutions Norinchukin Act (All central organizations of cooperative

5 financial institutions are designated.)

Providers of funds transfer services that meet the
following criteria

Fund transfer
transaction

. . - systems + Operational
anl\clj“mber of users: 10 million or more * Facilities - Maintenance | applications, OS,
. . . Merpay, Inc. responsible and middleware, and
Funds transfer service | . Annual transaction amount: 400 billion yen or more PayPay Corporation for core management | other important
* The criteria ensure that the designated service providers operational - Operations software
hold more than 50% of the domestic share for the number of processing for . Server units

users, and the amount handled is also taken into
consideration.

fund transfer
transactions

Other services (provided by
credit cooperatives or other
cooperative financial
institutions)

*2 Financial services provided by workers’ credit unions have been designated because their services cannot be distinguished from those provided by The Rokinren Bank. However,
there are no designation criteria because those provided by workers’ credit unions are unlikely to jeopardize national or public security. 53



Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Regulated business sectors
(Act) /
Designation of specified

Service providers
designated as specified
essential infrastructure

Component
facilities
(Ministerial

Specified critical
facilities

Critical maintenance
and management, etc.
(Ministerial Order)

Designation criteria for specified essential
infrastructure service providers (Ministerial Order)

$901AJ8S [eloueUld ()

essential infrastructure
business (Cabinet Order)

Insurance company that meets the following
criteria

[Licensed life insurance company]

+ Insurance and other payments (excluding
cancellation refunds, other refunds, and
reinsurance premiums): 1 trillion yen or more

or

+ Number of active policies: 20 million or more

* The criteria ensure that the designated service

providers hold more than 50% of their share for

insurance and other payments (excluding cancellation
refunds, other refunds, and reinsurance premiums) in

Japan.

[Licensed non-life insurance company]

+Direct net insurance payments: 1 trillion yen or
more

or

+ Number of active policies: 20 million or more

* The criteria ensure that the designated service

providers cover more than 50% of total domestic direct

net insurance payments.

* Non-life insurance companies with many active

policies that may have an extensive impact if they

cannot provide their services are also subject to

regulation.

service providers
(as of Mar. 11, 2025)

Aflac Life Insurance Japan
Ltd.

Japan Post Insurance Co.,
Ltd.

Sumitomo Life Insurance
Company

The Daiichi Life Insurance
Company, Ltd.

Nippon Life Insurance

Aioi Nissay Dowa Insurance
Co., Ltd.

Sompo Japan Insurance Inc.

Tokio Marine & Nichido Fire
Insurance Co., Ltd.
Mitsui Sumitomo Insurance
Company, Limited

(Ministerial Order)

Insurance payment
systems
* Facilities responsible for

proceeds payment

Business of operating
a financial instruments
exchange market

Operator of a financial instruments exchange
market (excluding financial instruments
exchange markets whose total value of traded
securities is less than 75 trillion yen)

* Financial instruments exchange markets with low
total value of traded securities are excluded because
of their limited impact.

Tokyo Stock Exchange, Inc.
Osaka Exchange, Inc.
Tokyo Financial Exchange

Trading systems

* Facilities responsible for
core operational
processing for the
exchange of financial
instruments

- Maintenance
and
management

+ Operations

Order)

Insurance business * Life insurance companies with many active policies Company
that may hgve an_extensive impacF if they cannqt Meiji Yasuda Life Insurance core Opgratlonz_il '
provide their services are also subject to regulation. Company processing for insurance + Operational

applications, OS,

middleware, an
other important
software

- Server units

d




Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Regulated business sectors
(Act) /
Designation of specified

Service providers
designated as specified
essential infrastructure

Specified critical
facilities

Component
facilities

Critical maintenance
and management, etc.
(Ministerial Order)

Designation criteria for specified essential
infrastructure service providers (Ministerial Order)

$901AJ8S [eloueUld (1)

essential infrastructure
business (Cabinet Order)

+ Licensed under Art. 156-2 of the Financial
Instruments and Exchange Act

(All licensed or approved service providers are
designated.)

service providers
(as of Mar. 11, 2025)

Japan Securities Clearing

Tokyo Financial Exchange

(Ministerial Order)

Clearing systems

Financial instruments or Corporation * Facilities responsible for
debt assumption - Approved under Art. 156-19, para. (1) of the |ASDEC DVP Clearing core operati P

; : perational
service Act Corporation

processing for clearing

Type-I financial
instruments business

Type-I financial instruments business operator

that meets the following criteria

+ Balance of assets under management: 30
trillion yen or more

or

+ Number of accounts: 5 million or more

* The criteria ensure that the designated service

providers hold more than 50% of their share of assets

under management in Japan.

* Service providers with many accounts are also

subject to regulation.

SBI Securities Co., Ltd.
Mizuho Securities Co., Ltd.
Daiwa Securities Co. Ltd.
Nomura Securities Co., Ltd.
Rakuten Securities, Inc.
SMBC Nikko Securities Inc.
Mitsubishi UFJ Morgan
Stanley Securities Co., Ltd.

Order execution
systems

* Facilities responsible for
core operational
processing for type-I
financial instruments
business

Trust business

Trust business operator whose trust property
value (excluding retrust value) is 300 trillion yen
or more

* The criteria ensure that the designated service
providers hold more than 50% of their share of trust
property value (excluding retrust value) in Japan.

Custody Bank of Japan, Ltd
The Master Trust Bank of
Japan, Ltd.

Property management
systems

* Facilities responsible for
core operational
processing for trust
business

Clearing service for
interbank funds
transfer

Licensed under Art. 64, para. (1) of the
Payment Services Act

* Licensed clearing organizations are designated
because they centrally clear funds transfer
transactions between financial institutions.

Japanese Banks' Payment
Clearing Network

Funds transfer
transaction clearing
systems

* Facilities responsible for
core operational
processing for funds
transfer transaction
clearing

- Maintenance
and
management

+ Operations

(Ministerial Order)

+ Operational

applications, OS,

middleware, an
other important
software

- Server units

d
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Regulated business sectors (Act) /

Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Designation of specified essential
infrastructure business (Cabinet

S901AJ8S [eloueUld ()

Order)

Business issuing prepaid
payment instruments for
third-party business
(excluding those listed in Art.
4 of the Payment Services
Act)

Designation criteria for specified essential infrastructure
service providers (Ministerial Order)

Business operator issuing prepaid payment instruments

for third-party business that meets the following criteria

+ Annual amount of issued prepaid payment instruments
for third-party business: 1 trillion yen or more

and

+ Number of affiliated stores where the issued prepaid
payment instruments for third-party business can be
used: 10,000 or more

* The criteria ensure that the designated service providers

account for over 50% of Japan'’s total amount of issued

prepared payment instruments for third-party business and

take into consideration the number of affiliated stores.

Service providers
designated as
specified essential
infrastructure
service providers
(as of Mar. 11, 2025)

AEON Financial
Service Co., Ltd.
East Japan Railway
Company

Seven Card Service
Co., Ltd.

PayPay Corporation

Specified critical
facilities
(Ministerial Order)

System issuing
prepaid payment
instruments

* Facilities responsible
for core operational
processing for issuance
of prepaid payment
instruments

Service under Art. 34 of

Operating under Art. 34 of the Deposit Insurance

Deposit Insurance

. Act . Bank resolution
C U fJ
the Deposit Insurance Act (All these service providers are designated.) orporation of Japan systems
. * Facilities responsible
Service under Art. 34 of ) i i :
- Operating under Art. 34 of the Agricultural and Agriculturaland | for core operational
the Agricultural and : . ) Fishery Co-operative | processing for bank
. . Fishery Cooperatives Savings Insurance Act : :
Fishery Cooperatives (All these service providers are designated.) Savings I_nsurance resolution
Savings Insurance Act ' Corporation
Designated under Art. 3, para. (1) of the Act on Book-entry transfer
Book-Entry Transfer of Corporate Bonds and systems y
Book-entry transfer Shares JASDEC DVP * Facilities responsible

business

* These designated book-entry transfer organizations are
designated because they centrally manage the accrual,
transfer, and extinguishment of shareholders’ and other rights
on book-entry account registers.

Clearing Corporation

for core operational
processing for book-
entry transfer business

Electronic monetary
claims recording business

Designated under Art. 51, para. (1) of the
Electronically Recorded Monetary Claims Act
(excluding service providers whose balance of electronically
recorded monetary claims is less than 1 trillion yen)

* Those with a small balance of electronically recorded
monetary claims will have only a limited impact even if they
cannot record the accrual, assignment, or extinguishment of
electronically recorded monetary claims.

Japan Electronic
Monetary Claim
Organization
Mizuho Electronic
Monetary Claim
Recording Co., Ltd
densai.net Co., Ltd.

Electronic monetary
claim recording
systems

* Facilities responsible
for core operational
processing for electronic
monetary claims
recording business

Critical
maintenance and
management, etc.
(Ministerial Order)

+ Maintenance

and
management

+ Operations

Component
facilities
(Ministerial
Order)

+ Operational

applications, OS,
middleware, and
other important

software

+ Server units

o0




Scope of Regulation (specified essential infrastructure service providers, specified critical facilities,
critical maintenance and management, etc., and component facilities)

Regulated business sectors
(Act) /
Designation of specified
essential infrastructure
business (Cabinet Order)

Designation criteria for specified essential

- Number of credit card holders: 10 million or

T _ more

| Business of and

Q [conducting _ - Value of annual credit card transactions: 4

2 |intermediation services trillion yen or more

3 for comprehensive * The criteria ensure that the designated service

g | credit purchases providers account for most of both Japan’s total value
(72}

of annual credit card transactions and total number of
credit card holders.

infrastructure service providers (Ministerial Order)

Service providers
designated as specified
essential infrastructure

service providers

(as of Mar. 11, 2025)

AEON Bank, Ltd.

NTT Docomo, Inc.

Credit Saison Co., Ltd.
JCB Co., Ltd.

PayPay Card Corporation
Sumitomo Mitsui Card
Company, Limited
Mitsubishi UFJ NICOS Co.,
Ltd.

Rakuten Card Co., Ltd.

Specified critical
facilities
(Ministerial Order)

Credit card payment
approval systems
((1) Core processing
(2) Transaction
authentication
(3) Acceptance of
settlement messages
(4) Detection of
fraudulent
transactions
(5) Credit inquiry
(6) Credit inquiry
service, etc.)
* Facilities responsible for
core operational
processing for credit card
transactions

Critical maintenance

and management, etc.

(Ministerial Order)

- Maintenance
and
management

+ Operations

+ Operational

- Server units

Component
facilities
(Ministerial
Order)

applications, OS,
middleware, and
other important
software
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