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Source: Federal Emergency Management "AgencyFederal Continuity Directive 2: Federal Executive Branch Mission Essential Functions and Candidate Primary Mission Essential Functions Identification

and Submission Process" Federal Register : Securing the Information and Communications Technology and Services Supply Chain; Connected Software Applications
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https://www.fema.gov/sites/default/files/2020-07/fema_federal-continuity-directive-2_061317.pdf
https://www.fema.gov/sites/default/files/2020-07/fema_federal-continuity-directive-2_061317.pdf
https://www.federalregister.gov/documents/2023/06/16/2023-12925/securing-the-information-and-communications-technology-and-services-supply-chain-connected-software
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Source: Federal Register : Securing the Information and Communications Technology and Services Supply Chain
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https://www.federalregister.gov/documents/2021/01/19/2021-01234/securing-the-information-and-communications-technology-and-services-supply-chain
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[KEFederal Register :202153A]

On January 19, 2021, the Department of Commerce (the Department) published a interim final

rulemaking, "Securing the Information and Communications Technology and Services Supply

Chain,” which became effective on March 22, 2021. It allows the Secretary of Commerce, in

accordance with Executive Order 13873, to prohibit certain information and communications

technology and services transactions (ICTS Transactions) to address national security threats. In

the January 19 notice, the Department stated it would implement a licensing process by May =T N b

19th for entities seeking pre-approval before engaging in or continuing to engage in ICTS e =_3H|J%E_(L_BI§§_5
Transactions. The Department is now seeking public input on such a licensing or other pre- ,%H]E\IJ(;;E%%{%
clearance process.
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WG B8, FFEDIBEIRBEFIMT - —EXEB | (ICTSHEE ) 22219 3L #EBH2EDTHD. AEK18
198 D@EEHNDOHT, ICTSHWSICHET S8, T3 GENICHET I8 (CBRIRZZROZIBEMEK(CT
U.SA19BFTICSIEIR - T OVAERET DEMATUVD, BEIFIRTE. COLIRTATOAFEZ0AM
DOFERIFETOTRCDOVT, —AEHSOEREKRH TS,

Source: Federal Register : Securing the Information and Communications Technology and Services Supply Chain: Licensing Procedures
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https://www.federalregister.gov/documents/2021/03/29/2021-06529/securing-the-information-and-communications-technology-and-services-supply-chain-licensing
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Source: Federal Register : Securing the Information and Communications Technology and Services Supply Chain
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https://www.federalregister.gov/documents/2021/01/19/2021-01234/securing-the-information-and-communications-technology-and-services-supply-chain
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Source: Federal Register : Securing the Information and Communications Technology and Services Supply Chain
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1. Federal Communications Commission, B BEEE S 2. The Committee on Foreign Investments in the United States, ¥ KWNEIREEZES
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Source : Govinfo "Public Law 95-223 95th Congress An Act"
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https://www.govinfo.gov/link/statute/91/1625
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FR2H5 g(e)igre and Trusted Communications Networks Act of Secure Equipment Act of 2021
B A eiTH 202063812 2021118118
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1. Federal Communication Commission
Source:H.R.4998 - 116th Congress (2019-2020): Secure and Trusted Communications Networks Act of 2019 | Congress.gov | Library of Congress, H.R.3919 - 117th Congress (2021-2022):

Secure Equipment Act of 2021 | Congress.gov | Library of Congress. FCC "FCC Bans Authorizations for Devices That Pose National Security Threat"
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https://www.congress.gov/bill/116th-congress/house-bill/4998
https://www.congress.gov/bill/117th-congress/house-bill/3919
https://www.congress.gov/bill/117th-congress/house-bill/3919
https://www.fcc.gov/document/fcc-bans-authorizations-devices-pose-national-security-threat
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NS DEERICOWVWTIE, E2gsEICED<2022F11A0D Pacific Networks Corpisd UM FattdComNet (USA) LLCH' 2022/9/20
TS SICBVT, FCClLELBBIIDBRENBVSEEROE R EIFERIEEY LR

China Unicom (Americas) Operations Limitedh'24td 3 2022/9/20

EREUBEY-ER

Source: H.R.4998 - 116th Congress (2019-2020): Secure and Trusted Communications Networks Act of 2019 | Congress.gov | Library of Congress, FCC "List of Equipment and Services
Covered By Section 2 of The Secure Networks Act". FCC "FCC Bans Authorizations for Devices That Pose National Security Threat"
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https://www.congress.gov/bill/116th-congress/house-bill/4998
https://www.fcc.gov/supplychain/coveredlist
https://www.fcc.gov/supplychain/coveredlist
https://www.fcc.gov/document/fcc-bans-authorizations-devices-pose-national-security-threat
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Foreign Investment Risk Review Modernization Act
2018

National Defense Authorization Act for Fiscal Year
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1. The Committee on Foreign Investments in the United States
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o BAR(CHOTIEANBEELARE

o« MRHIFISMNERRECARE
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Source:H.R.5515 - 115th Congress (2017-2018): John S. McCain National Defense Authorization Act for Fiscal Year 2019 | Congress.gov | Library of Congress, H.R.5841 - 115th Congress (2017-

2018): Foreign Investment Risk Review Modernization Act of 2018 | Congress.gov | Library of Congress, H.R.5515-538, TITLE XVII-REVIEW OF FOREIGN INVESTMENT AND EXPORT CONTROLS,

The Committee on Foreign Investment in the United States (CFIUS) | U.S. Department of the Treasury
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https://www.congress.gov/bill/115th-congress/house-bill/5515
https://www.congress.gov/bill/115th-congress/house-bill/5841
https://www.congress.gov/bill/115th-congress/house-bill/5841
https://home.treasury.gov/sites/default/files/2018-08/The-Foreign-Investment-Risk-Review-Modernization-Act-of-2018-FIRRMA_0.pdf
https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius
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1. Federal Communication Commission
Source: Federal Acquisition Regulation: Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment
FEDERAL REGISTER"Federal Acquisition Regulation: Prohibition on Contracting With Entities Using Certain Telecommunications and Video Surveillance Services or Equipment”

47


https://www.acquisition.gov/sites/default/files/earlypub/FAR_Case_2018-017-Interim_rule.pdf
https://www.federalregister.gov/documents/2020/07/14/2020-15293/federal-acquisition-regulation-prohibition-on-contracting-with-entities-using-certain
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Source: H.R.5841 - 115th Congress (2017-2018): Foreign Investment Risk Review Modernization Act of 2018 | Congress.gov | Library of Congress . U.S. DEPARTMENT OF THE
TREASURY"CFIUS Excepted Foreign States". FACTORS FOR DETERMINATIONS UNDER & 800.1001(a) / § 802.1001(a)
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https://www.congress.gov/bill/115th-congress/house-bill/5841
https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius/cfius-excepted-foreign-states
https://home.treasury.gov/system/files/206/Excepted-Foreign-State-Factors-for-Determinations.pdf
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N Cybersecurity Performance Goals (CPGs) Executive Order 14028: Improving the Nation's
LETE R Cybersecurity

20214E5H128 (KB FL)
202298148 (LE(CEI(EEDOFHEL)

A2 ISR EBNMREINRETGA/N—tF 1T RKICDNT, HAN\—tF1U71ZE BB, ZEENMESTIT S
ERINEMR/FIJUMITARENR) BEBDINROMAEZ DHEHNGHIEEZFZTEDHIHD
BITE - NEI D ORERIER o EFHAFEEEH T BIBERBEY —CATZEL. BUATHEES
o H—EXEMEE(IRME. HAN\—tF1UFT/ (AT 2ESR NDBEREBEFEZITONEHD
FEZIFTE I BHDERMREEEZRTE - £t
o MRHEEINIEHAN—TFIUT/(CRAIZERICEHIZIBE MR T, BAFHEEEIRHEENZYI NI 7(CEALT. T34
ZsBUA OB REEN ZIRTE - Ehie Fi—> tOweMamE EIZIENT, BEENIBETFINE
o OEDRHDETEZMIFL. AN\ —tF1UT1FERIC HARSA > %ZERTE
IO THERONIZEE N PY —EX % [BIIE T Iz DE) R
SEENZRIE - Ehie

BsFHA = FAR : 202246108278, Ver.1.0.1 : 2023438218

Source: Cross-Sector Cybersecurity Performance Goals | CISA, Executive Order on Improving the Nation's Cybersecurity | The White House. Enhancing the Security of the Software Supply
Chain through Secure Software Development Practices. MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES"Enhancing the Security of the Software Supply Chain
through Secure Software Development Practices”
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https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf
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Source: U.S. Department of Commerce"U.S. Secretary of Commerce Gina Raimondo Statement on Actions Taken Under ICTS Supply Chain Executive Order"
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Source: H.R.4998 - 116th Congress (2019-2020): Secure and Trusted Communications Networks Act of 2019 | Congress.gov | Library of Congress, FCC "List of Equipment and Services
Covered By Section 2 of The Secure Networks Act". FCC "FCC Bans Authorizations for Devices That Pose National Security Threat"
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Source: Telecommunications (Security) Act 2021 (legislation.gov.uk), #2#5& [ %[E (United Kingdom of Great Britain and Northern Ireland) 1, Product Security and Telecommunications
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Source: Department for Digital, Culture, Media & Sport "UK Telecoms Supply Chain Review Report" 66
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Source: NCSC"NCSC adyvice on high risk vendors in UK telecoms”,NSCS"Summary of the NCSC analysis of May 2020 US sanction”, GOV.UK"Huawei to be removed from UK 5G networks by 2027"
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Source:Department for Digital, Culture, Media & Sport "5G Supply Chain Diversification Strategy”
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Source: Telecommunications (Security) Act 2021 . Communications Act 2003
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Source: Telecommunications (Security) Act 2021 . Communications Act 2003
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Source: Departments, agencies and public bodies - GOV.UK (www.gov.uk), Ofcom.org.uk"What is Ofcom?" (HC 1506) - Ofcom Annual Report and Accounts 2022-2023, Communications Act
2003 (legislation.gov.uk)
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Source:Gov.uk"Factsheet 4: Ofcom and Telecoms Security”, Ofcom.org.uk"Monitoring direction under s.105Z12", Ofcom guidance on resilience requirements imposed by or under sections
105A to D of the Communications Act 2003
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Source: Ofcom guidance on resilience requirements in sections 105A to D of the Communications Act 2003, Telecommunications (Security) Act 2021, Electronic Communications (Security

Measures) Regulations and Telecommunications Security Code of Practice - GOV.UK (www.gov.uk)
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https://www.gov.uk/government/publications/electronic-communications-security-measures-regulations-and-draft-telecommunications-security-code-of-practice
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Source:GOV.UK"Proposals for new telecoms security regulations and code of practice - government response to public consultation. GOV.UK"Electronic Communications (Security
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Source: Huawei Designation Notice (publishing.service.gov.uk)
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Source: Designation Notice under section 105Z8 of the Communications Act 2003, designating Huawei for the purposes of a designated vendor direction
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Source: Designation Notice under section 105Z8 of the Communications Act 2003, designating Huawei for the purposes of a designated vendor direction
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Source: Designation Notice under section 105Z8 of the Communications Act 2003, designating Huawei for the purposes of a designated vendor direction
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Source: Designation Notice under section 105Z8 of the Communications Act 2003, designating Huawei for the purposes of a designated vendor direction

89


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1110247/Final_Huawei_Designation_Notice.pdf

HESFERETR (BREICNIHER) [1/2] : #E

1linl

EREZERELOURINS. BE T DEEEFRE(CHuawei A HIOiBEX1Z 3 (20221051284 XE)

EROANE (#2)
o 8R=J(INIBERZIBU T BIEEZEE (U, Huawei DHEEERZ ERFERI (LRI T D E LI ROF % S0k

- JEROIBEEEMICTH
- BUREL T, PEIRVZORBMREN, BECHAN-BEERITLTH), SBERITT B
- 2017EERBERERE, PECHLSE B P EEAFERROETARSLSERT G2
Y N—tF 1T EHE I —(C L BHuaweiD I S =7 - TOTAAE A RIS BE LSS
- KECLIRENE =
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Source: Proposals to issue a designation notice and desighated vendor direction for Huawei - government response to consultation - GOV.UK (www.gov.uk)
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Source: Proposals to issue a designation notice and designated vendor direction for Huawei - government response to consultation - GOV.UK (www.gov.uk)
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Source: Security of Critical Infrastructure Act 2018, Reporting and Compliance (cisc.gov.au)
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Source: Security of Critical Infrastructure Act 2018, Risk assessments (homeaffairs.gov.au), Parliament of Australia
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Source: Submissions and discussion paper : Security Legislation Amendment (Critical Infrastructure Protection) Act 2022
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Source: Security of Critical Infrastructure Act 2018 . Security of Critical Infrastructure Act 2018 (SOCI) (cisc.gov.au), Security of Critical Infrastructure (Critical infrastructure risk
management program) Rules (LIN 23/006) 2023 (legislation.gov.au)
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Source: Federal Register of Legislation "Security of Critical Infrastructure Act 2018", CISC Factsheet - Register of Critical Infrastructure Asset Guidance , CICS Factsheet” Cyber Security Incident
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https://www.cisc.gov.au/resources-subsite/Documents/cyber-security-incident-reporting.pdf
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https://www.cisc.gov.au/resources-subsite/Documents/register-critical-infrastructure-assets.pdf
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Source: Security of Critical Infrastructure Act 2018 , Critical Infrastructure Asset Class Definition Guidance
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« 1H®IEN30075>1— LA EOYIBEES . FIzZFRBINTESHDZDOMOUIREE 1%
B9 3HAUIBBES
o WPIREBI10RHFOFEEZRIC, FEFZOMOIRAITEDIEERIALIEG I 2HADEHNE
DD NI =DFEEES AT
o EBERHAEIXR/I\ATIA>%1EHL I BICHBRHIFHIZEDPZOMOERE
o HAMBOLZEMLEFRR M ZERIBIHICEBRIREXR/N1T31(4>
- HAXRB)ATF143, TieA LORRTHNITEE .
- BEEB: 200 TJ/H- dt&6 : 80 TJ/H- &S : 150 TJ/H
- HAIZT AR INATSAERN—RIAA)T B A INATSANIEBH AEE I EXEY

TRARIARY o RARARITNIZOZ RIELEFRMEICAR R RIGRAKIARIERFR
Liquid Fuel - EVNITINTVAED A =2 X5 RINUY S (CHDBRIRIARHERIFR (&, EZRRIK
ey Sy R e

o 50XHVw MU _E ORARIARZ BT T8 CERARIARIET bt
o RIRARITIZOLZ ML ETEEZTEIR I DIEDICEEBRRINARINATS(>
/l\_— ARORNI>S - IKATSA> TPRA - NKAT 4> DIRIVR— N TIL RS-
—O>5 - INA4T54>. O TA—R~ANARTAIT R AT, >UI/7I'\JI/ EASH=
I‘J NERIIATSA> STYMNBRBINATSA1> (h—RI~ZRZ-Z=E) [ TUARY
ZTEISTYNMARINA T4, N=AEHBH D 1 NRRA TS5 %

Note: EEAVITEEICOVTOHAIVANTRIFSR (20235F48) DIEHR
Source: Security of Critical Infrastructure Act 2018, Critical Infrastructure Asset Class Definition Guidance
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YR EF BRAVITEEDDTE EFER /| BEBAVITEEDZIENSF (HIF)
O NVAYT - ERE JRbr . —HEETAEE(ICU) 2B I 3Rt
(Healthcare and Medical) Hospital
X —AREAFVAERZE (ICU) &(&. 29H RO/ A TITIRCAREEN O IME REZAUSY)
T;T,T halgedelme AEZmA . LU T OLORSREZTHIEN TEDRBEEADX TS !
s o IBEOBBEFER- K EL1BOEFEEZFIOEFEFFREEEN . DX
—_— BIEE(CECE SN, BE TEFHEL TLBIL

o BEEF-RCERL. ORI TR ISR RERHIZEENMMIKEBTI ANDTE
- BEVEED18E5[E. DRKEE1 NDBERNNDIE
« ANRBEAEMMERINTVSIL

QO =58E- X 5 - LESSEHEMEEEIRE (National Register of Higher Education Providers) @
(Higher Education and Education A—=ZARUFPDOARZEHTT) - (CEFSN TUVREIKRICI O TATEERRIGEZEINTLSH0D
Research) D35, LTFOWITNMNIEZHITZHD

- (BEHE -AFRLND) EBA S ISEPCE>TEERATL IO S LADENEIC
» BEhHEL TIEARINTWZE0
% - A=ARSIVTFOBBEICARBI R BIAZL IO 5 AOERICEEELU TERAINTLH0

- A-ZANSUTDEREZ2RE(CAR B RIGIHFTIOT 5 LAOEMMCRSEL TERENT
ARSI

Note: EEAVITEEICOVTOHAIVANTRIFSR (20235F48) DIEHR
Source: Security of Critical Infrastructure Act 2018 , Critical Infrastructure Asset Class Definition Guidance
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IR EF BEAVITEEDDE TEE /BB VIFEEDXEHENF (HE)
0O &8 -alsm BRl-BEnm o MEARTIRAER - BRmOTEN (IS CEREIN3 VNI -ID55,
(Food and Grocery) Food and Grocery LLTFOWINHDOERICEIDERINZED

- BERA-N-Y-vyMNN\FEEEZE (Aldi Pty Ltd. Coles Group Ltd. Woolworths
Group Ltdh'i%2)
- EERENGINIGE (Metcash Trading LtdHh'E%=)

- EELNEmEGES
O =& finze o MZEY—EADRMCEHL TEREIN TV EDDI5, LLFOVWINMNCEZZEITHHD
(Transport Sector) Aviation - MZEEEMSHNFIBEEGEZELTVSED

- EEEESHANTEEOES(CEHEL TERLTWSED
- 2004FMMZEEX T EIEHE445%C L ICEDGREIMZEEYIRIBE CLOTRRBEERE

e 0 EEENTLZH0

d BY1>73 o N -EENFZFOB DY) mENXDEZEEBIEEL THEEET BRI - thEil -5 —8
Freight BANX HiE%
Infrastructure
BMY-EX o ROVINHFEIRTCLDYIROEIXR(CAR B RBRBEZEOTEEMERIT R
Freight Services D—-9055, FEIUENMDREE1.5ERLTHD. Eig- K8 - K EZOEYIY L%

RELTED, LTFOVINHDEX - REZEIE T DT
- BRlmOEENERA>ISCZEITDIE0. RRE &

Note: EEBA > ISEECDVWTOAAI AN EINE2023F48 55
Source: Security of Critical Infrastructure Act 2018 . Critical Infrastructure Asset Class Definition Guidance
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XERDEF BE(VISEEDDE T /| EB(VIIBEEOZEHENF (HE)
© & (173 5 o A—ZRSUTIEEDOEZDIRE_LOMREITROBEO—EPEIBRT 3L
(Transport) Port - Broome Port, Port Adelaide, Port of Brisbane &5
Q\J@ INHAZEHERS o H—FBEMNKCIOTEIREIN. 17AHIEDVREE5005 ADIREDIZEN ZIET S
\‘ Public Transport BEIN SN HISBRE (IS AT L (MZEICEZHTDBDEERS)
@ F il FHEEEY-EX o FHEEY-CAOEENEHZHEIA—-ANVTORFERK
(Space Technology) Space Related - FEYMACEIMUIE/ME/ETIRFY —EX - FEIRNRESESY —EA-FHIROD
Services ESRNUFER - FTEYACEET 28BS/ 1B/ =EAIE /S - FENMSOUE-H
J o2 I (CLBMERER - FEAD T IR EBH(CIT Y -EXE
%
0 B51E battdi o ZCEDVWTEPSAFREA-ANUTVELECIREEIN TS, Fidigtan3
(Defense Industry) Defense Industry FEDEDDOE. EERFHEEEN TSN TV, £EENZRIEEICTIED

- B#M. #{itt. Ty IA—A RyRD—=4 ST L H—EX

A\

T L)

Note: BEAVITEEICDVWTOA(IVANKEFS (2023F48) OIE#HR 1. 5D LD [FEEMIEVTOERDHECE DD
Source: Security of Critical Infrastructure Act 2018 , Critical Infrastructure Asset Class Definition Guidance
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FEXB(E. 1OIFEEICEIERDBHROFECE I DEHR2E IR/ EHML. BUIFENZRE (BEEIIELR)

F{K . S{EZE{E (responsible entity)! :
- YZEECRAT R ERBIRZIRH I 2ETEHD

CE) BB ISEERZRE BRI K

- EEAYIFEEICEADDEIEFIZERFRE (direct interest holder) *:
- FIERUVZAICRAT BB Rz R E (CIRELRITNIEERSR0)

CF) BEIEFIZEREFRE (direct interest holder) :
- BEhESHEEE(IZOEEODRLEB10%DEEX (I HBIDIFEDZIRE I 255
- TOEE(CEENFLEMEEN(CEEZS X, 3B I B (CH3FDEFEL TS

B¥RiEH - BEHSEFDR. 65rBUAICEEDERBIRZIZEHIINEDD (IRIEOBENHDIBIROANEF I 1ER)
o F. RENICTEHRIE#RD B E

- BERBIRIIER/ N E(ConE . BEORSEMNEE NS, BEREREiRMHE

- INBOEF(E BFEREENSI0BARCITHRIFNUERSAL

(BRI DN E L1 BH1)
- EREOEE, IREFAROEE, ARV —-IXIEIT—H4ZRBBUR (arrangement) DZE

BFHEED | « AEERE (Secretary) (& BEEAISHEICEISIREZEERULE. BBV ISHEZREZRE
X its - BESBIIFE?

1. —DOFEHEENMS(ZEHITIIZEOHNED 2. BEEA(VITTEREACHBITIDEEDSIKMTEEL. IRESTALMEINTULS (FEEAnnual ReportZER)
Source: Security of Critical Infrastructure Act 2018, Department of Home Affairs 2021-22 Annual Report
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[BE4(2ISRERIEE] 55 [13/19] : EEE % [2/3]

[EA (BT 2IF/IRICOVTIE. EEOPTEIPERINCE I 2EHRZIREITIEN DD

ERICELT | - BEOPREH

XN o YIEFENY —E AR RS Bithis;
WHERNEHR N
¢ . BEIKCRITDIHE
- EEAROELTR
- ZDEZARD ABN'

(BOFEEANA-ANSITEN TERILENIHGE L EOMOFEUOEEZAES)
- BEAROARLL, XIEELDBEFIOEFR ;
- BEANEME/FEIL/ R IENE

« BIE(C E’iﬁéj%%ﬁiﬂ)?ﬁ" SEECEAT 2B REICT
- 1IEOIIAR—1A =2 iRk
- S ENEFEEZE I 3E X (dihig

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

. RELENEETEIEEDO—ELERT BIEOEURD DL
. ST MAITED BT — IS ENTVBELROHEA & |

*
lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

1. Australian Business Number
Source: Security of Critical Infrastructure Act 2018
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[BE4(2ISRERIEE] 55l [14/19] : EEE % [3/3]

SHAASBIEOBAMNLARRICOVTIE. HA(Y>ZX ETIRFRENTWS

[BFEEENEEFLIEEDO—EZER I IEROEUAD | OFFH

[ B EE (CEISRAITED DT —INHEFFSN TVSEURS | OFF

o EEFENCOEEOHENEEE THIHEIE. TDEZECI
o MOBEMARNCOEE. FRFZOEEDODERDIEDOEZ(CREASULT
LWBIEE(E. ENZENOEEBR(COVWTU T OIEHRZIRRMA
- BENRKZ
- ABN (FEEFENIICEIZFDED)
- BERORGFEEEEEMDIERR
- BEANMEHIIEEDED
- BEENMBMH TSN L (IHEE
- BEDZEZSELORDRHDEA
o BEELI EE(VISEEOHENREEZ(CDOVLT. HIEEDE
EEBZITOIIGICHDIBZEAREIIME A
- BEFEARNS, BEFREEEO—E ML GER I 1ER%
5z25NnTW%
- Py ROMEEZTER(CR LI CLICEIEEII S

Source: Register of Critical Infrastructure Assets Guidance

o SEFKE, BENIEFHOT —I2EIBIIE=FLOEDRDI(C
BEEL CIBIRZIRE T 2N RDBEN S
- B=EHLE EEEERLNOBEAETHD, BEICRKH>TT—4
DREFAUIBZ B ITEST I -5 RS —EXTON( 5%
=1
o TANBHTEETHD. AINAITALBEITAICFIRAINSEIEEHE
WN&HBENS, COETRICLDT —IBEDNEPESTDEURDHH T] R
o BURDICOVWTHRMEITINEBDHZBEHRICIILL TS END
- TAZBIRIREEMKCEAIILUT DGR
A}
- ABN (FZERNICEZFDED)
- BEAROARTFREERBEFTOERR
- BEANEIIEINE
- TAMRESINTVWAERT (RIEERFED., T—AZIRE I —
N—DIE1—-SDFRTEDEFIESE)
- 39 RG—EZRD—EFTHINEDIH
- DS RG—EZZF AU TEEEINST —F(CDOVTIE, I39R
H—EZDEFR
- BEAMRIFIBZT-HIDIEE
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[BEAIST2AREZE] 554 [15/19] : VAIEETI OIS A

E2K(E, BB ISURIEERTOISL (CRMPY) ZHEL. CNEESTITZNESD (RREN3EEEH)

B8/ RS o |\U-RORENEE(CHEZRFIEARIRINGDHE. &I\Y—R2HE

(FEEB‘UX’]J(J TRRRICENWTTFECDESDIRIE)

I hO-)V TERWRSOEARICHTD . BEBA D ISEEDHEEEFLE - AIRIME T
- BEREAVITEEOEZERBNERNOEENR TV ITCANEE. FLABHNEU(HMEFRN R ERE
- [BEREEDERBAEIZ(LIBIREE OHEREICA TAH’Iﬁ%EJLJ.:.B'Z%fﬁi/\O):F%
- A=ARSUTEIMNCEIIDFEE LOWERHBRORE . REFFANIE (L(7IMNKF, HEIBHR F)
- BHREEDEREE I AT AFL(GERERI AT LANDOUE- IR

BIEMN(CEITaIRERRDICBV T, ZOLOB/N\T— M RETIERBRURAVZ2R/IMEF R SRR
BENICERITIEETHIRDICENT, N — RO EECKRIFIEET FE 2 EiR

CIRMPD « SEFEFIZ. BBOCIRMPICEWTI OLAR/SATAZIEIILU. ChEHISITIHNRESD
IOtz  BREEOERRROEE

BEAVISEEICTIDEERURIDFFE
SIEMCEITAIREREDICH VT,

- (i) EERURDZ &/ IMEFTC(3HERR

- (if) BI\H=RY EEAIFTEEICS A EDE
- CIRMPORBU / =FTDIRREDHEF

- ERBESDFERRBHD BEEHICEEREN HBIEEE. FRBESRBEDHBEBILESLD

1. Critical Infrastructure Risk Management Program : EE (> JSBEEDIEMROEEEARICTU. )\H - ROBENEE (CRZEZ RIFITEARIAINGDZHEDE/\H— ROFTER, SIEMNREITOIRe &5 H

(CHBIFBRZED)\T—RNFRETIEERIAIDER/IMEBERR. BE I 252ZDHERZRkDHDED
Source: Security of Critical Infrastructure Act 2018, Security of Critical Infrastructure (Critical infrastructure risk management program) Rules (LIN 23/006) 2023, CISC Fact Sheet - Risk Management

Program 1 1 6



https://www.legislation.gov.au/Details/C2022C00160
https://www.legislation.gov.au/F2023L00112/asmade/text
https://www.cisc.gov.au/resources-subsite/Documents/cisc-factsheet-risk-management-program.pdf
https://www.cisc.gov.au/resources-subsite/Documents/cisc-factsheet-risk-management-program.pdf

(B%) UAVBEIOISLILEFEE

XJERE

OER

EXBIBEEOEETARTHD. CIRMPORELIRAIDEST. iresEOIRE PRI REULNKROSND

BEA(SIFYZIEIBTOI 5L (CIRMP) DFHETS

BEBA(DIICT UTOEECGZEHID13EED

SEFARCEA

Hux

RAA> 2=

T —HRE - ALIE
Erithiz(1> 05
KB

hiZES

HR

ARARIARY
NIVATT - [E&E
B8R
seY114>75
EYY—-EX

MERBEAFLUTOIDZERI DIENRDHEND

1. CIRMPODSRFE LA DEST

- BEA(VISEEICERINS/\Y—R EXRURIDFFE
® EF/\O)E:QOD@DT

o DZDDERRNOHEBROENE / SR ENDIRET

2. CISCADERFHEEDREH

o B SE CAGRSNIcFE RG2S TFEER TRIOBLIAIC
M2 B/ICERE

- YUUWOEBZRZIIDLEOIEE

3. IREV=RTS
o CIRMPO#fFF. EHIRARIEL

BB, CIRMPICITTEDSNIZER (I, Fe BEFOUAIEIBTOTR(CES
TRDBEEERUTWBDIFTIERL

HULA, WEREBRIEEERFE, BFOVRAIEBOAEAINITOTRAE
CIRMPIC#HAAD CEDRATFENTVS

Source: CISC Fact Sheet - Risk Management Program . Guidance for the Critical Infrastructure Risk Management Program
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(BE) URVEEINISACLBER [1/2] : CRMPOSEELARRIDEF

CIRMPORELIRAIDEST TIE BEERURAIZRFTEL. /I RICHIZDTEN TEDL BT TRIRETHKHEN D

CIRMPOIRELFRBIDEST FEENETFINEIL-LT-Y
FEEILUTHEBEUT, CIRMPTOTRFZ(IS AT LAZMEIL, #1F IS FEEP\T-RCREETIRERMDIHIC. LTFOIL—-LT—-D7%
CENEFEHIBENTNS BT RIENKDHHND
- BEOERIANNZHERETS
. BEICHIIEEARBIRIOREE Bl) Y14 N—F1U71B9iE
o SIEMCEITRIERRRD TEARRBRYRIZER/IME/ BRI D o A—XBNSUFVFHIEAS 1SO.IEC 27001:2015
o BIEM(CETRIENT/\U—RICEAET 252EZFEF TS o A—ZN3VU7iB{EB[ Essential Eight Maturity Model |
o CIRMWPZRBUR(CRFTOERE(CARD - REELANINZBZT ENDE
« NISTIFramework for Improving Critical Infrastructure
Flo. [SEBN(CRITRIBDTN\Y — RICEHETIHZEEEMIS D Cybersecurity |
(C\ BUFhkdHENTD o KETIRIF—AlCybersecurity Capability Maturity Model |
BIBM(CEITRIEEREEH T, CIRMPICTOTRF (IS AT L %=L - BRAELANIEBIEI ENE
L. ¥R 5 o SFMNIRINF—THZEZES1t[The 2020-21 AESCSF Framework
- BAN-BLVBHREF VT LORBRDFREETEIVAIE Core |
2/t - HER T3 - X a)F - TOIPAINEB T CENNE
- YAN=/1F21VFT1 - \NF - RO EBAVIFTEEICRIFT
HEEERITS

. 120 BOIEFEAR] (2024588 18H) FTIC. CIRMPOIL—A
D—-IF 3 RAISE8EFB4IHICHREI NS IRAEFEDIL—-LT—IC
#H33

Source: CISC Fact Sheet - Risk Management Program , Guidance for the Critical Infrastructure Risk Management Program
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(B38) UAVERI NI SAICLDET [2/2] : FXRBSEDRL

CISCADFRIREZFDIREB (CHV T, FRIRES(CEVTCIRMPHEY(CE SNt Zee I 2L 2 &1L

FIRIBEEOANE FEBCLDIBANOEENLREHIER
FRBESCHEVWTUTORNEZELH I D (BB ITEH30AGK) CIRMP [CEDERIBEZ(OVT, BRB(LRLERHEHDH.
o RETEFEERICBVTCIRMPARFT CHOIEhENDECEK RIFRA T ICIRHAARZIDZ T LR
« RETFERCEZBVIFEECEARBHZEZREFT)I\ Y- « 2023F2H178(CHEA TR
FRAEUSACEEL T ZEC & o 20245F8H18 HFTIC. CIRMPTHFEENEHAN—tFa1)51D
- J\U—RORFE (IREFHBELTVIONED) L—LD-I(CEERL  SRESZIRETIVENDHD
- CIRMPHY/\H'— ROIEFNDIZHICB RN THOIEhEH
- I\Y—RhFEEUFER. FEAICCIRMPOREZI TN &GN —AT. FLIDEEAG. BENICCIRMPICED(FREEED
ZORZF(TH RN EIEETHD. BURRITHERZ1ToTWVS
- BEEFHNMESR/BRESEHI 3% a. FRIRESEN « 2023F9H22HDIFAT, CISCIR27HFDERIRES 2 H
TOEGZRIITH « INSOLIR=BTIE N020FZERA>VISANSTIFYEREN NI -
o COS54FOIMES(CHNT, RERICEERADISEENEARR
2L, SEREBEEICCIRMPEDEDZSE T I DM E (LB I\U—RCREONIILDEEN DO

Iz, TOU S LD SN DB THDEZARIELBINIERS0

Source: _CISC Fact Sheet - Risk Management Program , Guidance for the Critical Infrastructure Risk Management Program, CIRMP voluntary annual report update, Regulatory obligations
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ﬁﬁ(i BBV ISEEDERXEINICLDIY—EADRMICEAL T, T2 REZE I HITREILEMEBDOUAIN

@5 ﬁ (== N }E
1EROEIE

eI ENATEE
- ABKEER. ER(VITEEDELEEMRIL., HZRERDIBESNIZRIBACFEDITRAFIEFEIEZITD
CE FEATORVCL 2 BRI DIERESADIENTED
o LT DIHEZMRE, ERZS AT
- BEACHUTREDITAIEBIRZITICE., FLHATHRVCEZERT I TERE LOYRY%
HEBRFTZ(HMEIR T DL (CREET 2BE/IDIS. QERICBETHHIL
- FETEMTONBIERBIRDZHIRETZ (MBI T DFERTIZN I DI, DB RBEMWMRICIZHITHIHD
SEHNBEENERSN TVWSIL
- ARBEFEAROVT, B2HECOVWTAFRFHEN BINTVSIL
- BIFEORBIFIRN URDZHEREZ(HMEIR T D120, AADDICERTNB/BRWVEEEEHL CLBTL
+ ARWETESASHI, BRTIARSLBRTDAINERSBY
o SZRBEEAROVTO, B2ECOOVWTOARFRFETE ' OARE [ChhRbERINS]

o HEEEMAN TOIRICEDITELIH THRAETIIREEDHDIE

o HdETN BEIIERA D ITEFICEIT DR FCRIF I BIREE DD E

o SIETRNEXRBEROBRE X (IEZBRAMEHI DT -EACKRFIIEHEDH 2578
o BESNHABAIC, FEAFLEHEBEEZZ T REMTIIEE R KA

X T, WERIZE(E BUFHIEIHRINE CEDIEROIAE

1. Australian Security

EZBNEINREEDDI5,

Intelligence Organization Act(CBWVT. [$H2E(CEATIZE MDD THoT. ZOEDFIREZETB/EITIENDHDIFHREF L. ZOBE(CHUTHEFENTRIEEZEU3 /58032
ZOEMCIDZDEDFIENEEND LD IETESER

Source: Security of Critical Infrastructure Act 2018
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[BEAISREMREE] ¥l [17/19] : 12572 PGB DR

FEMNE. SAN-TFIUFT1 D127 MFEEUEE. ASD/ACSCHOBRIDEFEHD

[EXBYAN—EF2IVFT11257> MDIGA]
« EBRBAYITY I\b“%ibil X(FFELELDDHD MZDA>>T O M EEDRIARICERBRE S XL, FE5X0D
DD EEERAUIIES . 1227 > MeFRa LU TS 1 25 EILAICACSC! ISEANZEFHD

- ERBRBEL. Egh'f > ISEENMERTRBEmPY —EXDRMICEEL TREREINTHED. 12272 MENSD
HEART RBEmPY -EADF AR 2 E AR ISR 315 EZIET

- OBECIREGIDHE(E. ACSCIOEAIL THE84FEILIAIC, EE CHENOFRTFHD

[ZDMBOYA N—tFIUF(1 V557> FDIBA]

e 13T NDREUE. ih(i%ib_cméc_tﬁuuugkbtiﬁ/\ WMOA>S 7 MEECRETIREZS A L. 5ATVS,
IS ADAREIEN D RS . SR, 7285 AICACSCICEEIDEFEHD
- BETRIHELL BEXLEISATLAOTEE. S8, F(IHEEANDRZEDIL
. OEETIRETBIEAE. ACSCISEAIL THB48IERILIAIC, BE THEMNEREHD

1. ASD : Australian Signal Directorate (F/Mi&{E15#R/E), ACSC : Australian Cyber Security Centre. ASD(F. IBIRUNE. YA\ —tF1YUT ¢, WEHIYA )\ —1FE= K
Source: Security of Critical Infrastructure Act 2018, Report a cyber security incident | Cyber.gov.au, EZESHEETTIHA N ( [A—ZAPUTERPESICSDIEIRIEEIDELIR] )
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1227 D MEER, B, [BHRIRMEa0E. BERXISZITOEERIEE

{237 NEE R OIS BANRAS

BRSSO MREURES, SRAECET5IEEE ¢ I 1-IRUBDEBAOT IR - HE
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RN EVAGY A
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SiEEmS . LEEEBERAI ST NI ARG ERLS it L e i
Action Direction ZE . FERAROMES . EFERACHUT. EBESNFERIK o IDE1-ARUELDHEZRDMEEEEE
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Source: Security of Critical Infrastructure Act 2018
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Source: Security of Critical Infrastructure Act 2018
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Source: Cyber and Infrastructure Security Centre (cisc.gov.au), Home Affairs: The Fourth Year, Who we are (homeaffairs.gov.au)
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Source: Telecommunications sector security (homeaffairs.gov.au), Telecommunications Sector Security Reforms come into force (homeaffairs.gov.au), Federal Register of Legislation
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https://www.legislation.gov.au/Series/C2017A00111
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1. Cyber and Infrastructure Security Centre : E24>JSOPFFEE EEENIRIZIBEHEL. MEIBMHZHILE2LO%IET D, AFEADEH, 2. Communications Access Co-ordinator : EEA(>J355

EEDOBAZIELTNICE I 2EEOEMSEL2ITONTFEADOMEM 3. Australian Security Intelligence Organisation : A—X MNU7RUREEEZNEOTFHENSHET DL 2 BIEU B
Source: Telecommunications Sector Security Reforms come into force (homeaffairs.gov.au), Notification Requirement factsheet - CISC branding, TSSR Admin Guidelines (cisc.gov.au)
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Source: TSSR Admin Guidelines (cisc.gov.au)
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Australian Communications and 5DMDEBF
Media Authority (ACMA)
o EEEN)CIA—IIAREHBEHD N Communications Licensing & Infrastructure Safeguards
SO ST B8 SHlERE , BT Infrastructure Spectrum Allocations
- ERFMBEHR(CY - ERERAT Spectrum Planning & Engineering
385 nNERZEE
Consumer Telecommunications Safeguards & Numbers
Unsolicited Communications & Scams
Content Content Safeguards
Gambling & Mis/Disinformation
Corporate & Digital & Technology Services
Research

Finance, Reporting & Operations
Research, Data, Regulation & Governance
Human Resources & Communications

Legal Service

Source: ACMA HPLD
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Source: GOVERNMENT PROVIDES 5G SECURITY GUIDANCE TO AUSTRALIAN CARRIERS
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The Hon. Scott Morrison MP
Treasurer
Acting Minister for Home Affairs

Senator the Hon. Mitch Fifield
Minister for Communications and the Arts
JOINT MEDIA RELEASE
Thursday 23 August 2018

GOVERNMENT PROVIDES 5G SECURITY GUIDANCE TO AUSTRALIAN CARRIERS

Fifth Generation (5G) is the next lution of mobile LIt p ises the ability to
improve the daily lives of Australians, strengthen our connectivity and accelerate our
networks.

5G will change the way people use, and rely on, mobile services, driving improvements in a
range of ways for businesses and communities.

It will enable a new wave of innovation across our community and be used to connect other
critical infrastructure, including electricity and water.

SG will underpin the development of smart cities and Internet of Things (loT), and connect
industrial control and safety of life systems, like remote surgery, and autonomous vehicles.

The Government wants to create an environment that allows Australian businesses to be at
the forefront of seizing the benefits of 5G across the economy.

To achieve this, the Government is fostering a policy and regulatory environment to support
a more efficient rollout, given its potential benefits to the economy.

The Government has undertaken an extensive review of the national security risks to 5G
networks.

5G requires a change in the way the network operates compared to previous mobile
generations. These changes will increase the potential for threats to our telecommunications
networks, and these threats will increase over time as more services come online.

Acting Minister for Home Affairs Scott Morrison said the Government wants to realise the
benefits of 5G but acknowledges that this new technology introduces additional risks.

“The security of 5G networks will have fundamental implications for all Australians, as well as
the security of critical infrastructure, over the next decade,” Mr Morrison said.

Minister for Communications and the Arts Mitch Fifield said that it is vital that security and
integrity underpinned the opportunities opened up by 5G networks.

“The Government is committed to the timely rollout of 5G networks in Australia. 5G will
drive substantial economic and social benefits across the economy, through new
technologies which will be used in autonomous vehicles, smart cities, and advanced
agriculture,” Minister Fifield said.

The Government is committed to protecting this vital technology. To fully realise 5G’s
benefits, Government and industry need to continue to work together to take necessary steps
to safeguard the security of Australians’ information and communications at all times, and
the integrity and lability of the nef ks th ‘

Last year, the Government introduced the Telecommunications Sector Security Reforms
(TSSR) to provide a framework for Australia’s security agencies and industry to share sensitive
information on threats to telecommunications networks.

TSSR introduces four new measures:

e asecurity obligation, which requires carriers and carriage service providers to protect
their networks and facilities against threats to national security from unauthorised
access or interference

* a notification requirement, which requires carriers and nominated carriage service
providers to tell Government of any proposed changes to their telecommunications
systems or services that are likely to have a material adverse effect on their capacity
to comply with their security obligation

« the ability for Government to obtain more detailed information from carriers and
carriage service providers in certain circumstances to support the work of the Critical
Infrastructure Centre, and

« the ability to intervene and issue directions in cases where there are significant
national security concerns that cannot be addressed through other means.

Traditionally, network used by ications operators has been
categorised into the ‘core’ network and the ‘edge’ network.

The core network is where the more sensitive functions occur including access control,
authentication, voice and data routing, and billing.

The edge consists of the radios and other equipment used to connect customer equipment
(such as handsets, laptops and tablets) to the core network.

Where previous mobile networks featured clear functional divisions between the core and
the edge, 5G is designed so that sensitive functions currently performed in the physically and
logically separated core will gradually move closer to the edge of the network.

In that way, the distinction between the core and the edge will disappear over time.

This shift introduces new challenges for carriers trying to maintain their customers’ security,
as sensitive functions move outside of the highly protected core environment.

This new architecture provides a way to circumvent traditional security controls by exploiting
equipment in the edge of the network — exploitation which may affect overall network
integrity and availability, as well as the confidentiality of customer data. A long history of
cyber incidents shows cyber actors target Australia and Australians.

has found no c

of technical security controls that sufficiently mitigate
the risks.

While we are protected as far as possible by current security controls, the new network, with
its increased complexity, would render these current protections ineffective in 5G.

Therefore, Government has expectations of the application of the TSSR obligations with
respect to the involvement of third party vendors in 5G networks, including evolution of
networks leading to mature 5G networks.

Mr Morrison said the Government has been working closely with telecommunications
operators to ensure that they understand their new obligations and are ready to comply when
the legislation commences on 18 September 2018.

“The Government has now provided carriers with clear guidance about how their new legal
obligations apply to 5G networks.”

As 5G and related technologies continue to develop, new risks relating to the technology may
emerge and require further Government consideration

“The Government will continue to engage and support Australians, including the
telecommunications industry, to manage national security risks,” Mr Morrison said,

“The Government’s first priority will always be the safety and security of Australians *
Contacts: Treasurer = Andrew Carswell 0418 505 376, Kate Williams 0429 584 675

Minister Fifield - Geraldine Mitchell 0407 280 476, Guy Creighton 0438 815 302
The Hon. Scott Morrison MP, Sydney
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The Government considers that the involvement of vendors who are likely to be subject to
extrajudicial directions from a foreign government that conflict with Australian law, may risk
failure by the carrier to adequately protect a 5G network from unauthorised access or
interference.
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“The Government’s Telecommunications Sector Security Reforms, which commence on

S ber 18, place obligati on telec ications ¢ to protect Australian

networks from unauthorised interference or access that might prejudice our national

security,” Mr Morrison said.

generations.

This applies equally to all carriers, consistent with government’s long-standing commitment
to a level playing field in the sector.

Carriers may still need to apply controls regardless of the vendor they choose. These controls
would not displace existing cyber security practices or business risk mitigations.

Government is well positioned to address these risks in partnership with industry.
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Source: GOVERNMENT PROVIDES 5G SECURITY GUIDANCE TO AUSTRALIAN CARRIERS
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Source: Parliament of Australia, "Submissions received by the Committee”, Submission 6. Huawei Australia
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ERFORTN

o ITEF1UT11£2.0 (EFN)
(Zweites Gesetz zur Erhohung der Sicherheit
informationstechnischer Systeme (IT-Sicherheitsgesetz 2.0))
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1. #EFBIFEREF1Y71—IT (Bundesamt fiir Sicherheit in der Informationstechnik)
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domaine de la sécurité (1)". Légifrance,"Décret n® 2018-384 du 23 mai 2018 relatif a la sécurité des réseaux et systémes d'information des opérateurs de services essentiels et des fournisseurs de 5
service numérique”



https://www.ssi.gouv.fr/entreprise/protection-des-oiv/foire-aux-questions/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036644772/2024-01-24/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036644772/2024-01-24/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036939971
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036939971

[LOI n°® 2018-1331 ¥4l [14/15] : TBERBHDHEFH

BESNCEREA L, [BFERIEMOA> 2T MFOIREDZERTFEHD

ERBOHR

[© Y MNI—=D/BERS AT ADYA MERS/E 5. [RERIEH]
o IEBERZINMALAIC. H—ERRMECHERRYNT =D /BRI AT LADOVUA L - BE[FEHRZANSSI (EZXE
HRIATL-TFIVTAIT) [SET (ZDED. F(C1[B], BFFUEDZIXST)
- HBICLAERE (1Bih) zBNCHATERENETIANE
- ANSSIZ, BB AREODERZIEVEE. UANBERICOWVWT, BRA(CWUTERZIMARDIEN A FE
- BEARPMALUAIC. (ZIERDOUA N [EHRZANSSICE 18 A

[@ BEHICLIUAIEH]

o FEEICRATATF1UFT(FRBIDIEST
- TEIVFA(TZRBHINF R M —REESEN, TF1VFT1DERELE
- XYRD=D /BRI ATLDRE ©  7—FFTIFv/EIBOTF1VFT1. OO
- RYRNT=I /BRI AT LOBGH : A>3 7 > POMRFIEXTL

- BEOLIVIDX . BEEY-LRACEREEZRE T2 2T O MEEROBKEE
[® 157 MNEDFRE]
o BEAL ADITIOMEREUXREE. EimR ANSSICERE
o 1237 MOIRAFLEZOBRICEHET DEMIERZZDFHUIHE. ESCZOERZFETI(SHRE

« ERICGU., BRI 3IEHRZRDDIZR[DES (JL'\L/ZQUAE@D

1) BEBEARARBZY—EADRBCHEBRRY NI - I8 LVIERS AT AR EZ R (EITERE
Source: ANSSI, "FAQ - opérateurs de services essentiels (OSE)", Légifrance, "LOI n° 2018-133 du 26 février 2018 portant diverses dispositions d'adaptation au droit de l'Union européenne dans le

domaine de la sécurité (1)". Légifrance,"Décret n® 2018-384 du 23 mai 2018 relatif a la sécurité des réseaux et systémes d'information des opérateurs de services essentiels et des fournisseurs de

service numérique”
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https://www.ssi.gouv.fr/entreprise/protection-des-oiv/foire-aux-questions/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036644772/2024-01-24/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036644772/2024-01-24/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036939971
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036939971

[LOI n° 2018-133] ¥4l [15/15] : HBDIRE

Bl FBESNLEFEAE. SRICLIRE(COMTILI 2FFHHD

SRICLIRE - BHHEFREROSRZIEVLE. REOEBTIRNR - T+1UT LA DOHER DTz DIRE 2 Rt
g3IEh R (BEC1EZEBXREEAT])

- HMTER (IREEREEESHEHD)

- BEEERBACHL, YT - NS —-(CETIXE. %9555 tF1VTBERORR
RE RBOERMCHEBRBIROE LUV ERZIRMH

- FIe. DA - AR RO EFEMOIEHIC MBI RRY NI —IESLWMBIRS AT LNDT IR %
FFRI I HEHER

- BIFOABITHERINGGS. SRNEDIHEANICESZBETI LD, S%FBEFA0EESR
(S U CTIEN BRI 21T OEN BT RE

- HARRABEZRBHDBRFEINNOLUEMEIN B EZZERL CRESNDIEDETD

REORERE. BRAKEGEA]

Source: Source: ANSSI, "FAQ - opérateurs de services essentiels (OSE)", Légifrance, "LOI n° 2018-133 du 26 février 2018 portant diverses dispositions d'adaptation au droit de Union européenne
dans le domaine de la sécurité (1)". Légifrance,"Décret n® 2018-384 du 23 mai 2018 relatif a la sécurité des réseaux et systémes d'information des opérateurs de services essentiels et des
fournisseurs de service numérigue” 1 87



https://www.ssi.gouv.fr/entreprise/protection-des-oiv/foire-aux-questions/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036644772/2024-01-24/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036644772/2024-01-24/
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036939971
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000036939971

(B3) ANSSI (BB AT L -F1UT(T) OHIE

BN Agence nationale de la sécurité des ITHHEE | ERS - TRERECOVTERZSIEIT3EEZE8D.
systémes d'information (CHITD E18AF ES - ExXRTE2HREERR (SGDSN') To
(EXIBERS AT L F1UT4T) frED | #Ek

ZAv2 2009 75 TEEE | . EREBERMORR BB TR 1T B

ERRRADE A
o [BHRIATLDTF1)T 1125 - FATOIATT.
HR S EHADSE

_ o [BHRIATLEFIVT1DEFICHITDEZITITE

SeAVAY) o JAN-IREDBIENIBBRUFITT D I\ B

He- BB TR

E[:p o ESRERNSRIER - HHASINTSER

E AN I

- (TBHEEPEE BRI IS
7 B)NA R 7R— bOIZEI HNENN

1. Secrétariat général de la Défense et de la Sécurité nationale

Source: Agence nationale de la sécurité des systémes d'information #EE A EMRI0EE EERTERMEERERTHARESE (BRDFCBIRHAN—tF1UT M RERFRAE ) IREE |,
ANSSI, "Notre histoire”
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https://cyber.gouv.fr/
https://www.meti.go.jp/meti_lib/report/H30FY/000076.pdf
https://cyber.gouv.fr/notre-histoire
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[ClIPE] 1RE2E [1/3]

CIIPE(E. BEr1> T35

EDFORTR

EXEEOYA N\ -+ 1V RN B

CIPE (BB ISFER)
- 1IETX4FN (LOI no 2013-1168 du 18 décembre 2013 relative a la programmation militaire
pour les années 2014 a 2019 et portant diverses dispositions concernant la défense et la

sécurité nationale)

il E 5 HA

20134E8H CIIP;EZ L RiEa(CIRE
2013128  CIPERIE

il TE g

JI3ATE SEBICESFTRNRE. BHE - ZRRB(CAITIERLENDETHITE - BHT

20134E8H ClIPEERZ _LIRESCIED

- 2014~19FFEOESEETEZFRTE I BICHIED. EPFRKEMSHAN-PhEzaE b T 3LORE

- "COEZEG. AN -5 EEERK I DT REEZ IR B BRL TV, NS CODEFICHITRITED
e DaE{bE. COFTEREBRANADREDBEICEIREITIENDTHD"

2013128  CHUPEFIE

Source: Le Sénat, "Programmation militaire 2014-2019", Assemblée Nationale, "Défense : loi de programmation militaire 2014-2019" fFBE XA E30FEE EE R TERIMMEER AT

REFE(BIDFCHIIHAN-ttF1)T M REFRRAE ) IREE
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https://www.senat.fr/dossier-legislatif/pjl12-822.html
https://www.assemblee-nationale.fr/14/dossiers/loi_programmation_militaire_2014-2019.asp
https://www.meti.go.jp/meti_lib/report/H30FY/000076.pdf
https://www.meti.go.jp/meti_lib/report/H30FY/000076.pdf
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TFIUFIROWMRLEBOEMI(CLD, BEEA(>IFBFEAOTFIUT1Z#(b

ghERLLE B -Gl HAF2inEIEDERRDISBEBRICHL. EhZENETHTF1VT R EL.
EEOE | EFRBEIATA-TFIUT/IT (ANSSI) / BEEFXBFREBICLIETEZERREL

EIRLTFI)TIRZITORIOIEGE . SighBEnd
XJERE/ BIFCLOTHIEESNDEE(VIZHEES (OIV)

=75 o Big. /KB, fait 2R, BEVES. JENES) . EEEE). IR)F— 8 EH. TR B1E - BuX.
FHE. T3

R SR ZOjJTj\U(LDtél—-U-’r IN—BEXI R 125 ¥ il - TFEUZ_ LT, ANSSIDESDSEEEICHIEL TVWRWVWRmOEER - ERN
175 TONTVBIES. SighBEhsd

. Fb"f IN—JEXR I OH7TTY
|ﬁ$|§1%uE7|'\U/— RyRNI=IvE> Y TFIVFTRST. TR IVT(ERE. OV EUS. OJEBEDHT. #&RE.
TF1VT11>37 O MUBER., tF17(ZEMIBER. GHEIR, IDYFE. MIE PO AHIHEEIR EIER,
BIRE 7RG, BB AT A SATLAERYNI=IDX S, FIIwIEIRET (VAT VE—- NI R,
SAThERE . BN EER

1. D55 T(. OIV (Opérateur d'importance vitale) EFEFR, IREFR T, 12795 —, 200 2EEH L LEDTE (ANSSI HP)
Source: FBEE A EHKI0EE EERTENMEEREMAHASEE (BEIDTFCBIITAN—ttF1)T( X REPRAR)HREE |, Secrétariat général de la défense et de la sécurité
nationale, "THE CRITICAL INFRASTRUCTURE PROTECTION IN FRANCE", ANSSI, "CIIP FAQ"
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https://www.meti.go.jp/meti_lib/report/H30FY/000076.pdf
https://www.sgdsn.gouv.fr/files/files/Publications/plaquette-saiv-anglais.pdf
https://www.sgdsn.gouv.fr/files/files/Publications/plaquette-saiv-anglais.pdf
https://cyber.gouv.fr/en/ciip-faq

[ClIP;E] #1%E [3/3]

120E759-ZNENIBIEIIARZEIDS T, FRENREUVCEEZRIC, BB VISHNMEEIND

S 2ot
(RAKF) ° © © © ©

2 I

Bis K& fRqlL - 2R EEEED B EED
Food Water Health Civil activity Legal activity
management of the State

7 (8 O © o

hee = @ :gu S

IxRIVF— 3Z1E - B TRt 1= - Ox FE
Energy Transport Finance Communications, Space &
NICT research

Source: Secrétariat général de la défense et de la sécurité nationale, "THE CRITICAL INFRASTRUCTURE PROTECTION IN FRANCE"

R e
(0 0 0 o

E2E MR )
Military activity

©

T
Industry
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https://www.sgdsn.gouv.fr/files/files/Publications/plaquette-saiv-anglais.pdf
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ClIP’E (©)
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NIS 238 5 DERMEEDIRFTIR I

NIS2{IEHOERER(CHET. BB AT L-TF1UT4T (ANSSI) (& WRBFEEASHEFRELHEZEET.
i TU T O ERPZOBMREDZ EMRU THED. 20245 (C, BmRIOERZIRL - FRIRTDEZBHIBLTVS

NIS2iE T OEMICEITEABT DFh:E

- FERONREBDIBRMAOEH (2023F5E30UFHA)

- ANSSIE, SIREFBFEBEORIDIZ1IZT—23>07A7E (2023F530U4HA)
- VAIEBOERNSOUA N\ -+ 174 Z44F (2023F554U5HA)

o NISZERRICMII e iR R T
- BEANMEB O EZEDL IR (FDNEIERE
- ERNEBRAOREERFHFOZIETEDIRET
- VRV EEBR IR/ KN

FfREL DR

EBOVERL | ER « EFR%E R (20235)
« BRo(OEFZIEL - ERIR (20245 H)

MMIED o NIS2DERZ 1A I DI - an T DIERK
(K -83) |« BRIEAE ERONTEHENAORBICRATLRZED LT

Source: ANSSI, "La directive NIS 2"
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https://cyber.gouv.fr/la-directive-nis-2
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FHEHEFRR

[LOI no. 2019-810JI[CEDEHERIFEFIE(IEAIN, FEAHZNTLSE0O0, EBISEHDAREEENTLRVIRGE

—73 . [LOI no. 2019-810JICEDZE. IEBHHEPtORES I RESCIREHEIN., —8AICBROTVS
o BIESESEICHBUVT, 20207H1BLD. BFFHERICSTU. BRAIKXRICOVWTHFEPL IR MEESVERRESE
ZIRH T ACENEFRTITENTNS
o FERICEDE. BiERT B - ERELIRERS (SGDSN) (C&N2020FE7H29B(IRE SNISEREE(CTHREBFE
CEBIHEZIA DRI ENEEE
2019&12)@ ~20205E78(CBVT, 44N BOREEICH U, 1574055 8], 224401 T Z=EHhi,
SRERA,9178. $1:5%4,548 8 DA RSN FIE

BE. LBRS3Z - BhfE - ERESSOBERE(CS D, "HIEDIEBPAR DA RESNEEDE 2 THuaweid
N—ROI7ICEADBEDIEOL". LDHESEHD
- "2020F D1/ T, I35 AMBIEHEEB4FLIFANSSINC157HDEREEZITV. &551#96/35,00040/\— K17
ZERERLUIC. CNASDOERGEDIIFEN (82F) (X IEETRHSN TVIEKRIABI THE8FRIDFZE I 2321 HFER
EIDIZe 373D (531F) (&, FFRIESNIEERERIARILDERVERRIOFF el L iiofc, REBIC22FM AN FEnic,
T X(EEFFRIRAFE DG HEL IR IR TE (F I AT, Huawei/\— RUIP(ICRAIHEDTHOL"

1. Agence nationale de la sécurité des systemes d'information (EZKIEHRSATL-F1)74T)
Source: Bilan annuel de I'application des lois au 31 mars 2022, LA FRANCE S’ACCORDE DES MOYENS EN HAUSSE FACE A UNE MENACE CYBER QUI EXPLOSE !
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https://www.senat.fr/rap/r21-658/r21-65813.html#toc267
http://www.oliviercadic.com/wp-content/uploads/2021/01/La-France-saccorde-OC-GSMag-dec21.pdf

(%) [LOI n° 2019-810 DM ERSSHIA

LOI n° 2019-810 SE55&(cHVT. BATHERICIREULAINERSZRVLA— MORAEFEEBEMEESNTVS

55 (|RXX)

A compter du ler juillet 2020, le Gouvernement remet au Parlement un rapport annuel sur 'application du régime d'autorisation
préalable mis en place par la présente loi.

Ce rapport analyse les impacts de ce régime sur les opérateurs et I'ensemble de leurs prestataires et sous-traitants, sur le rythme et
le co(t des déploiements des équipements de quatrieme et cinquieme générations sur I'ensemble du territoire, sur I'acces des
usagers aux services de communications électroniques rendus grace aux réseaux radioélectriques mobiles et évalue le nombre
d'appareils n'ayant pas pu étre installés ou ayant dii étre retirés a la suite d'une décision de refus.

La présente loi sera exécutée comme loi de I'Etat.

5555 (1RER)

2020F7H1HEABE . B EARFRICLDBASNZR R HIEOEA (LRI 3F ARG ECERICIRLE T 5. COImSE CE.
COFIENBIEFEEE, TOINTOY-LR-TO)/\1F-BLUTREITEEICESZIDFE, I70AEINAOEAHAELUES
ExDEIRDR—REIX N BEERRY NI -2 U UHRHEENSEFBEY —EANOFBEDOT7ICRCE X ELOVTOL.
EIRERICFRE TETNO. FEEED T IS 2SR oIz DEHI I 3,

Source:Légifrance, "LOI n° 2019-810 du 1er aolt 2019 visant a préserver les intéréts de la défense et de la sécurité nationale de la France dans le cadre de l'exploitation des réseaux
radioélectriques mobiles (1)"
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https://www.legifrance.gouv.fr/loda/id/LEGIARTI000038867055/2024-01-11/
https://www.legifrance.gouv.fr/loda/id/LEGIARTI000038867055/2024-01-11/
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1. BEROEARER

il B D EFER
NIS21ES (@)
HAN-LSIDZE (@)
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EUICEIIB3EBRT AN —tF1UT1EEDFHBI/BR

2016278 NISIES BITE - H1/\—tF1UT(CEITBEUR AN
- ZBHIBBEOHYAN—tF1UTBBEDURY 11> F > MOSTHILEE D DAL (FRE B CSIRTOIEES)
- IRLE- R SREOEEISHEE AN EE L TEFIVTA B - 23T NaE R ERL
- [ERHEERECEUERORHORIE (BT —TDRE)
201946 8 EUYAI\— o RN THVLELALOGN—tF1UF1%EIRIT B BIIE T BENISAZDIERRRL - B\ —tF 151
1513k sl mlE DE
- ENISAIREULANILTOYAN—CF 2T 22T > MDA - 157 % 3748
- ICTRm@. Y—EX, TOTRICH T BEUEARDOTA N —t+1UT(EREREAZEA
20204E128 HA)\— o BAN-BEAOBHHEIBEL, SHETEIB3T SIS ERZEUS
PEIUF MER ¢ EUDRIE R EER M T 3R OF R - EROIER - SR(LsRE DA
- NISORIE ., BRINSAN—=S— LR (EFIUFA - ARL =33 - TA—5%E) | 5GRYNT /49—y N
FEE T DHEBR DR 1T 1581L (HA\—F 1T RS HIE D)
o EUDMEERZHBITIHFRD/\— -0 ID581E (EU Cyber Diplomacy Networks) &
20225118 NIS2ZIBE HIE . (S aa-TOXEBILA. Y-t 1UTUZIRZIAS MORIE, 1237 NBENZS/ BAROBAREL.
INERERI T O AE DsadL ]
202346118 Ui AG .« SBOMYERL T EH SOV SMRMEE LT 1T BUHAOES (HCBEAES /=50
LISUIVAE - SEEATIIINERCOVNT, RYZVE R TEUCCRENSIS T SRN ORG-SR RRCIE = BRI EER
(= gy = g o MESIEOERDA> ST MR 24FEI LIARICENISAMANDIRE 2 FT51E
2024518 EUCC3 . EUFRICBIFBICTRR., - BLUTOEAOHA N -+ 1571 DLAILOME 2 BIEUTIBOERS

1. Directive on Security of Network and Information System 2. European Union Agency for Cybersecurity 3. European Union Cybersecurity Certification 4. Software Bill of Materials
Source: $FBESAIEU NIS215SH1ZE |, EU Commission, "The EU Cybersecurity Act” , European Parliament, "Directive on security of network and information systems (NIS Directive)"

2D - [ERSRAT LOLZE(CBITHIET (NISIET

—EU OBA/ )\ —tF1UFT1 x5 775 — (ndl.go.jp), An EU Prime! EU adopts first Cybersecurity Certification Scheme — ENISA (europa.eu),

ENISA, "EU Cybersecurity Certification”,
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https://www.meti.go.jp/policy/netsecurity/NIS2.pdf
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/654198/EPRS_BRI(2020)654198_EN.pdf
https://dl.ndl.go.jp/view/download/digidepo_11152345_po_02770001.pdf?contentNo=1
https://www.enisa.europa.eu/news/an-eu-prime-eu-adopts-first-cybersecurity-certification-scheme
https://certification.enisa.europa.eu/
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[NIS23E45 ] #12 [1/2]

EDEOAIR IhERH LIS E OEIE
NIS2$55 « YRAD-TOKBRILK
(Network and Information Systems Directive 2) « YAN—tFIVTAURTIRIAS FD5RAE

o 12372 MNRERZE/HAROARE(L
- MEBEETOmHmAIEHID5RE

il TE B EA
e 2016FE8H NISIETERARLIA A
o 20205E12H NISEEGOSUERMMEH EUIAAT FEE D EF DY —EXZIRIE I AHIRIR (EX£E50%
o 2022512 EHRiGE; UEF)UALEDFEBIFTATA/EEIT4TA]
o 20245F10H ERNA{CLHARR /@A o YFICEERDEF (Sectors of High Criticality) :
o N IxXIVF—. &, IR1T. RtHIBA> I3 ANLVAT Y,
T DHEHR BRRIK, FK, FSHNATF, ICTH—EZAIZT AT,
. .05 A DRSS &5 ) 3E NHWY—EX, FH
NISEITS?EXOE?{]%@D\OI;E}E%?’? g o TOMMDEZESTEF (Other Critical Sectors) :
== = A £ A OO &M )
- EUTERETIA N —BERADTHED LA Dk - The, BRYIEIE. b, B, Risx (KR
ARSI AR E Begs, 14 -BRE 't%@uu\‘ N =EIER
N —35—., EiX#EEs). T2 70)(45 - tHFE
o FECZIAER . FIRREZEDIAAIIEDS RZIET.
NIS21ERELTHITE X FHEFIGEENE—

1. DEFORESSZOMUR(CLD, FEI>FT171 (Essential Entity) EEEET>T174 (Important Entity) ZX53! $FCEBRDEFOKR{PE (MEFEE250% L0 L) (FEssential Entity &)
Source: EUR-Lex, "Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union,

amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (Text with EEA relevance)", #/EREZEEEU NIS2HEDBHIE |,
EVEESNEEYITYA N (EV)SELRHEEKEOHAN -3 151155 (NIS2IEH)DHITE)
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https://eur-lex.europa.eu/eli/dir/2022/2555
https://eur-lex.europa.eu/eli/dir/2022/2555
https://www.meti.go.jp/policy/netsecurity/NIS2.pdf
https://dl.ndl.go.jp/view/prepareDownload?itemId=info:ndljp/pid/13013008
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FEBICHIIRBHIE

MHROFFEA L. LT OBHkRZ
BREIBURE
- R BEEEES
- fEPR-EFRSC
- BLTWS 45—

- BHNMY-ERZRMHIDIMEBERDRA L

H‘%ﬁ ®T§Z1TE7J<E(L_;?E—T5LL/ F?IQL3_5[A') NE
r7|' )l//\ﬂ' |\}_"7°|:| §J(L_§D<D‘R5T\
YAV ERNIRZENE

(VA EEXRIDER

UTOERZ2S A RZELDDHESD

o VRIDHRERS AT LArF174(CBT 75T

o 12372 MDILIE

« J\woryT| KEEIR. BHEEIEBEEOTE MG

« BIAFI-20EF1)74

« FIFE-RTFCHFIFIVT IR (RHEEE. [BHRFHR)
« YVRIEEROBINEFHEDOIDDTTE RUFIR

o BAN—EFIUFIN -5

o AMOEF1)T1. 7O EE S BEEE &

Sigl

FABF, 24B5RALIAIICCSIRT!, BEEHF(C
YIEAHRES

72B5RILLAIC, 1227 > MIEREHEZ RS
A%, 1yALUANICRERRIRESZE

MESNTLVBIRAIEIRMR - 1227 0 MRERKOIRSZ 205 S,
BEEBXDILUU TS ML
« EET>71741 (Essential Entity)
- #&A1,00051-0. XIFRIEETEREICS T EXERED
i'lﬂ'%(c_ﬁwé%u e L EDERAR2%DE|E

o« EET>7174 (Important Entity)
- BwA7005 10, XFRISFTFECHITDEZEED
SHFR(CHITDHTE LEEDEKRT.4%DEE

1. cybersecurity (single points of contact) and computer security incident response team : CSIRTE(. incidentXiSICEFZESEART. ZIERENEE R ET . ERICHIFTEITA/\-BRL. 58
%, 12357 NOEER MU DS ZETRET D
Source: EUR-Lex, "Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union,

amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (Text with EEA relevance)'. ExEESMELEITI I YA ([EU]

EERILEKEOHAN—tF 15713585 (NIS2IET)DHITE)
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https://eur-lex.europa.eu/eli/dir/2022/2555
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CHAPTER | GENERAL PROVISIONS

Article 1 Subject matter

1. This Directive lays down measures that aim to achieve a
high common level of cybersecurity across the Union, with a
view to improving the functioning of the internal market.
(1RER)

1. DD, BATIZOHKEEZEITBH(C. EES2ETILED
SULANOBAN-tFI1VT1ZEMT B EZBHNEVEXREZTED
(A

6.This Directive is without prejudice to the Member States’
responsibility for safeguarding national security and their power to
safeguard other essential State functions, including ensuring the
territorial integrity of the State and maintaining law and order.
(1RER)
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7.

This Directive does not apply to public administration entities that
carry out their activities in the areas of national security, public
security, defence or law enforcement, including the prevention,
investigation, detection and prosecution of criminal offences.
(1RER)
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* By 17 October 2024, Member States shall adopt and « Directives require EU countries to achieve a
publish the measures necessary to comply with this certain result, but leave them free to choose how
Directive. They shall immediately inform the to do so.
Commission thereof. « EU countries must adopt measures to incorporate
« They shall apply those measures from 18 October them into national law (transpose) in order to
2024. achieve the objectives set by the directive...

- Transposition into national law must take place
by the deadline set when the directive is
adopted (generally within two years).
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