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FTC Order Prohibits Data Broker X-Mode Social and Outlogic

from Selling Sensitive Location Data

FTC charges X-Mode and Outlogic with selling raw location data, failing to obtain informed
consumer consent

January 9,2024 @ © ©

Tags: Consumer Protection | Bureau of Consumer Protection | Big Data Related Cases
Online Advertising and Marketing | Privacy and Security = Consumer Privacy = Data Security

X-Mode Social, Inc.
Data broker X-Mode Social and its successor Outlogic will be prohibited from sharing or selling any

sensitive location data to settle Federal Trade Commission allegations that the company sold precise Related actions
location data that could be used to track people’s visits to sensitive locations such as medical and

reproductive health clinics, places of religious worship and domestic abuse shelters. Statement of Chair Lina M. Khan
Joined by Commissioner Rebecca

In its first settlement with a data broker concerning the collection and sale of sensitive location Kelly Slaughter and Commissioner

Alvaro Bedoya In the Matter of X-

information, the FTC also charged that Virginia-based X-Mode Social and Outlogic, LLC, the
Mode Social, Inc. and Outlogic, LLC

successor firm to which X-Mode transferred most of its operations in 2021, failed to put in place
reasonable and appropriate safeguards on the use of such information by third parties. Today’s action g

For Businesses
underscores the FTC’s strong commitment to restraining the collection, sale, or disclosure of

consumer' sensitive location data. Blog: What goes on in the shadows:

https://www.ftc.gov/news-events/news/press-releases/2024/01 /ftc-order-prohibits-data-broker-x-
mode-social-outlogic-selling-sensitive-location-data
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FTC Order Will Ban InMarket from Selling Precise Consumer
L.ocation Data

Proposed settlement is FTC’s second in recent weeks aimed at limiting the collection, use,
and sale of consumers’ location data

January 18,2024 @ © @

Tags: Consumer Protection | Bureau of Consumer Protection | Advertising and Marketing Related Cases
Online Advertising and Marketing = Privacy and Security = Consumer Privacy

InMarket Media, LLC
Data aggregator InMarket Media will be prohibited from selling or licensing any precise location data

to settle Federal Trade Commission charges that the company did not fully inform consumers and Related actions

obtain their consent before collecting and using their location data for advertising and marketing.
InMarket Media LLC; Analysis of
Under the proposed order &, InMarket will also be prohibited from selling, licensing, transferring, or Proposed Consent Order to Aid Public

sharing any product or service that categorizes or targets consumers based on sensitive location Comment

data.
For Businesses

"All too often, Americans are tracked by serial data hoarders that endlessly vacuum up and use

personal information. Today’s FTC action makes clear that firms do not have free license to monetize Blog: How “location, location,

. , . . o e ) location” can lead to “enforcement,
data tracking people’s precise location,” said FTC Chair Lina M. Khan. “We’ll continue to use all our .
enforcement, enforcement

tools to protect Americans from unchecked corporate surveillance.”

https://www.ftc.gov/news-events/news/press-releases/2024/01 /ftc-order-will-ban-inmarket-
selling-precise-consumer-location-data?utm source=govdelivery.
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B. RIGHT TO OPT-OUT OF SALE OR SHARING

1. What is the right to opt-out?

You may request that businesses stop selling or sharing your personal information (“opt-out”). Note
that sharing refers specifically to sharing for cross-context behavioral advertising, which is the
targeting of advertising to a consumer based on the consumer’s personal information obtained from
the consumer’s online activity across numerous websites. With some exceptions, businesses cannot
sell or share your personal information after they receive your opt-out request unless you later
provide authorization allowing them to do so again. Businesses must wait at least 12 months before

asking you to opt back in to the sale or sharing of your personal information.

2. Can businesses sell a child’s personal information?

Businesses can only sell the personal information of a child that they know to be under the age of 16
if they get affirmative authorization (“opt-in”) for the sale of the child’s personal information. For
children under the age of 13, that opt-in must come from the child’s parent or guardian. For children

who are at least 13 years old but under the age of 16, the opt-in can come from the child.

State of California Department of Justice, California Consumer Privacy Act (CCPA) (last updated on May 10, 2023)
https://oag.ca.gov/privacy/ccpa#sectionb. 7




lnl

EAERE B BEED  2—5 T 4~ I

« IFARIEHRDUNE
»cookiefElzE

« AANICBET D15 DM - 5
> 7 AV RAAR—T T 4T

« REHVEH
>R =7y FOFIRTRIR 37
Sy 7Yy Y THUT 4 hES
> 7 ) &

« XR—T T4V DHTI- oI HE
PRATH WS BIZmRIBREZINEZN (EANBEHRDORE) |
>N - Al (AANBHROME+ EEEREDHRE) |
PILEFICL>THEINS (AANBBROME+BEEFREDOHEE+ 5
EHEDREE+HEERICH -0 THE)




Ll

o

RIBHE DUNE




IEARIFHOUNE (T 284 (EU-GDPR)

« GDPRIZEDS KL [HE]
»>cookiex B A T A4 VEBIFIE [AAT—%] (B4%()=5)
> | T —2FHE0 [FAE] &1L, HHEICSZ oM, HES N, S0l IZEe
PEZIF - ETO, THETIERL, 77— XFROBBDORRE TR
L. ZNICL > T T—XEHED. T OERX |3 BHHEL TR %E
L., BEICBETZEAT —KXOBRIEWVWORIEAXREITLI2LOA2E
HEFT%OJ (3547&(11)%)

>E¥E%®nﬁﬂﬂf& RIDEHDEZ & DEFIR DM LTS, FAE
BEE., NonER(E %)T'@:ﬁﬂ#é: L TWAIEI~NDRAEDEE

(£EMH)
« GDPRLEIZ., TEE] IEELGEIFVOIEMDLD
o IFFKRINEZFRETH DePrivacyfsds (ICEDCE
RYE) AEAE. FO%OEIRWLIZGDPRAYEA

10



RIS OUNE (CX T A E] (EU-ePrivacyig

o [MBEIZ. MAEXIFI—Y—DiERERICIEREEFREFEL. XIFFREIN
T-1EHRADT 7 X %15 %f‘ ICEFBERFY T —27Z2ZHWARRIC, B
IAE /-2 —H—H% U7b TERIZE RIS DO WT, fBD 05/46/ECIZ &
DEXAELI DBFENRIEREIEEIN, T — &EEE% & 5 YFEUR W EIE
BT AENEZFEIND I EZEEETIHESICEYROONE I & 5 RE
LRI samly, | (855318)

. [N OBRL. l—ﬁ‘—ﬂtibﬂ]\%wlﬁ%ﬁti\ BEDLVBAANTH 5HE
ANTH DM IHh b T IES95/46/ECTEERIN, S HICEHFELINS
T—RXFERORELRILCE “7'!572%’3360)&:3“% AElZ. 1 X —>v b

D 7Y A kIC 7’BX—§—%|§W ANV 7‘1/775:)\11% EHEED.

HEIC[ATS5 X *L\ BEPADTORIBERICEDC I -V —DFLART &
DTCELBYLAEICL>TITIZEATES, | (FIXX(17)IE)

o IHANDIFREFCIHRABHRDINEIZIZRIZDIHE
e 2017518 (CePrivacyHREIZDIREINT=AY, RIEIR
*154595/46/EC(T — X Ri&EFE) ILGDPRIZGE A X

11



Planet4953 14

o BN RLEEFIFT PR ER (2019F1081H)
-P4V@ﬁy34yf—A%ﬁ BWT.WlmEOTAE—Y 3y A bE
EBE LRI, Y— K/ X—F 4 —cookieZZE L. SMNFEIH L’C
7‘1‘/7/1'/71 ICEFIICTF vy DA T=_— /%)EHL\TF_ 1m@7¥<
EHERDOI-ITAEZEIZOWNWT, FAYOEEBEEREN) HRA OINT-HE,

. ePrivacy?E%®ﬁU§((17)E7ﬁ\bﬁﬂb?f)‘fokot’) 2. AESOENLE. FAE
DREIEIF. AV E—2 v b7 A E2BETEHRICKRY 7 XIC
Frv 7 HEAMNBZE] 2&H,. BRI(TES N, BEEHHLDOD+0RIER
ICE DAY —DFLEART I EDTELZREYALAEICE>TITO 2L
MNTE 3,

e $EEm & L CRIEIZER) & HIMT

Case 673/17, Verbraucherzentrale Bundesverband e.V. v Planet49 GmbH, ECLI:EU:C:2019:801.
12



H1TEY
CNIL fines Google €150 million and
Facebook £60 million

14

JAN

Report of the work undertake
Cookie Banner Taskforc

14/01/2022 Adopted on 17 January 2023

France’s Data Protection Authority, the CNIL, has fined Google and Facebook for non-compliance with France’s
data protection law.

The fine imposed on Google is €150 million in total (€90 million for Google LLC and €60 million for Google
Ireland Ltd), and the fine on Facebook Ireland Ltd is €60 million. The regulator says that on facebook.com,
google.fr and youtube.com there is a feature to accept cookies, but individual users in France cannot easily
refuse the deposit of cookies.

The decision, issued on 6 January, gives the companies three months to resolve the issue. The CNIL states that
refusing cookies should be made as easy as accepting them. If the companies fail to enable this change, there is
a penalty of €100,000 per day of delay.

See CNIL - Cookies: the CNIL fines GOOGLE a total of 150 million euros and FACEBOOK 60 million euros for non-

compliance with French legislation
Adopted 1

Privacy Laws & Business, https://www.privacylaws.com/news/cnil-

fines-google-150-million-and-facebook-60-million/. https://edpb.europa.eu/system/files/2023-
01/edpb 20230118 report cookie banner taskforce en.pdf.
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HOME = NEWS > NOYB FILES COMPLAINT AGAINST EU COMMISSION OVER TARGETED CHAT CONTROL ADS

noyb files complaint against EU Commission over targeted

chat control ads

Nov 16, 2023

noyb files complaint against EU Commission over
targeted chat control ad campaign

Today, noyb filed a complaint against the EU Commission’s Directorate General for
Migration and Home Affairs. In September 2023, the Commission used unlawful micro-
targeting on Twitter (X) to promote its heavily criticized chat control regulation. It seems
that the Commission was desperate to garner public support, which could be used to
pressure national governments into accepting the controversial legislative proposal.
This move both undermined the established democratic procedures between EU
institutions and violated the EU GDPR.

https://noyb.eu/en/noyb-files-complaint-against-eu-commission-over-targeted-chat-control-ads

Project

Political Microtargeting,
Manipulation & Tracking

Support us!

noyb funding goal
76.25 %

INVEST IN PRIVACY!

Follow us!
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EDPB, Urgent Binding Decision 01/2023 requested by the Norwegian SA for the ordering of final
measures regarding Meta Platforms Ireland Ltd (Art. 66(2) GDPR) (adopted on 27 October 202%)2.
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Harry Brignull et al., What are deceptive patterns?, https://www.deceptive.design/
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