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[2] Shi et al., The Siren Song of
LLMs: How Users Perceive and
Respond to Dark Patterns in Large
Language Models. CHI2026.
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Figure 1: Five top-level categories of LLM dark patterns, derived from prior literature and coding of real-world Al incidents.
The figure shows how model outputs can steer users by (1) influencing perceptions of truth or relevance, (2) prolonging or
unintended interaction, (3) steering users’ toward specific actions, (4) nudging privacy-related information, and (5) obscuring
origins, reasoning, or limitations.
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Engagement &
Behavioral Manipulation
Cutput patterns that steer
users toward proflonged,
repeated, or unintended
interaction.
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Interaction Padding

LLM-generated responses may be overly verbose or contain excessive follow-up questions. While

framed as helpful, this design prolongs the interaction unnecessarily, potentially maximizing
token usage or user retention at the expense of clarity and efficiency.

Excessive Flattery

The model’s output includes exaggerated praise or empathic language to build emotional rapport,
even when unwarranted. Such responses may enhance user satisfaction or engagement but
compromise realism, accuracy, or honesty.

Simulated Emotional &  The LLM generates outputs that simulate roles such as romantic partners or empathetic

Sexual Intimacy companions. These responses can cultivate emotienal attachment or intimacy, sometimes veering

into manipulation or grooming, especially in vulnerable users, This may serve engagement or 4
monetization goals, regardless of user well-being.
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[3] Santos et al., Understanding the scope of Article 25 of the DSA in regulating dark [4] Gray et al., An Ontology of Dark Patterns Knowledge: Foundations, Definitions,
patterns, https://ssrn.com/abstract=4899559 and a Pathway for Shared Knowledge-Building, CHI 2024.
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[5] Ahuja et al., Dark Pattems and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors, CHI 2026.
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[6] Ahuja et al., Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors, CHI 2026.
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Figure 5: Design factors which help determine the dlk pattern autonomy violation type(s)
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[5] Ahuja et al., Dark Patterns and the EU Digital Services Act:
Mapping Autonomy Violations and Design Factors, CHI 2026.
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types [89] and their associated design factors.

ip i - dlslomonllmpmrmcnt Design factors are shown in g (e.g., [l - “Information

violati with

d design factors are shown inside curly brackets { }.
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[6] Szabd et al., Conversational Inoculation to Enhance Resistance to Misinformation, CHI 2026.
[7] Rani et al., Dialogues with Al Reduce Beliefs in Misinformation but Build No Lasting Discernment Skills, CHI 2026.
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[7] Rani et al., Dialogues with Al Reduce Beliefs in Misinformation but Build No Lasting Discemment Skills, CHI 2026.
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